o Comecim ATRIUM RYPTC

(100 doors connected IP + 400 doors connected RS485) ACCESS CONTROL HIGH SECURITY SOLUTION

IP CONNECTIVITY Say “NO” to card cloning with ATRIUM’s unique KRYPTO high security solution.
Out of the box the A22K is ready for IP connectivity, fifty (50) A22K per account. Eliminate complex and arduous programming using the ATRIUM A22K controller, CDVI Mifare DesFire EV2 credentials and
If you have more than one A22K controller per account, one must be set as K1 readers. System-wide AES encryption stops card cloning and provides end-to-end security.

the “Master” controller to manage the ofhers. These forty-nine (49) others are defined as “Sub-Controflers™ [ Whether you remote in from the internet or connect on your network you can be sure KRYPTO has you covered.
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“Sub-Controllers”.
HIGH SECURITY SOLUTION

AES 128 Encryption
(using Mifare DESFire EV2 card)

Communication between the
“Master” controller and
“Sub-Controllers” is

IP Network established via TCP/IP ONLY.

Maximum 300 ft (100 m)
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SRR “SUB-CONTROLLERS”
Up to forty-nine (49) A22K defined as “Sub-controllers™.

AES 256 Encryption
(K1 reader connected to A22K RS485 reader port)

EXCLUSIVELY WITH THE
KRYPTO A22K CONTROLLER

RS485 CONNECTIVITY

An A22K can be set as an “Expander” . Up to four (4) can be connected to the
RS485 network (orange connector) of the “Master” and each “Sub-Controller”.

A

A22K “Master” or “Sub-Controllers” How to set an A22K as an “Expander”

RS485 port (orange connector). On power OFF, move the “Module Type” AFPL AN
Use twisted pair wirin jumper setting to the two pins closest to “EX”.
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A22K set as “Expander” A22K set as “Expander” A22K set as “Expander” A22K set as “Expander”

RS485 BUS

Module Type Jumper Settings v Lock Output Jumper Settings
Connect up to four A22!_( set as “Expanders” v
on the RS485 bus, max. distance 4000 ft (1220 m) Controller Expander ¢ Lock Output= 0V Lock Output= 12V
Do NOT connect A22K set as “Expander” to IP port. (Default) (Default)
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EX CcT EX CcT ov 12v ov 12v
Module will act Module will act A2 2 K Toggles to 12 VDC Toggles to 0 VDC
during unlock time

as a controller as an expander during unlock time

(IP connection) (RS-485 connection) 2_ DOO R / 4_ READ ER FULLY EN CRYPTED IP CO NTRO LLER (Typical use: door strike) (Typical use: maglock)
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IP Connection ; . :
o @copvi te Fiobe Optional PoE+ module available

(A22KPOE)

ENCLOSURE
TAMPER
INPUT INPUT  SWITCH  LOCK Lock

READER DOOR 1 READER DOOR 2 DOOR 1 DOOR 2 INPUT DOOR 1 DOOR 2 11 JJ
00000 coos co00s Use for A22K set as “Controller” ONLY.
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300 ft (100 m) max.
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Extra

Inputs & Outputs
2 inputs (4 using zone doubling)
and 2 outputs

Input 2
Output 1 +12voc QP

+12VDC = 9 Recommended Battery:
Output 2 12 VDC, 7Ah

i L ° (UL/ULC: YUASA #NP7-12 or
L2 Europe: CDVI B7AH)
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Note: lilustrated below are the
corresponding wire connections for Door #1
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ENCLOSURE
TAMPER
KA1 INPUT INPUT SWITCH  LOCK Lock

High Security Card Reader READER DOOR 1 READER DOOR 2 DOOR 1 DOOR2 INPUT DOOR 1 DOOR 2
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BUZ GRN RED D1 DO GND 12V BUZ GRN RED D1 DO GND 12V C1 GND R:=X1 12V C2 GNDREX2 12V G\D TP LK1+ Li1- C1 NO1 NC1 LK2+ LK2- C2 NO2 NC2
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- Door #2 is configured the same way
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Enclosure Tamper Switch Lock Outputs
Each lock output provides 750 mA @ 12 VDC
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WHAT’S NEW SYSTEM OVERVIEW KRYPTO HIGH SECURITY KITS
KYPTO '

A2 2 K . HIGH SECURITY SOLUTION . I A22K1

2-DOOR / 4-READER FULLY ENCRYPTED IP CONTROLLER 2-Door Reader K
& -~

ENCRYPTION AES1 28
ENCRYPTION ¢ 1 x A22K controller

- Pre-assembled power supply

ATRIUM

= \\ (Ethernet)
——

USB Backup Port “LanwaAN 1P ~ RS485 (4 wires) > ( . m
(Disaster recovery, user photos o (cPap) )) << O - Embedded secure HTTPS Web server
& video clips) N - Supplies 750 m @ 12 VDC per lock output

(external power supply not required)
- 2 additional onboard Form C relays
(5Aat250 VAC, 7 A@ 125 VAC, 7A @ 30 VDQC)
e 2 x K1 high security readers
¢ 1 x pack of 25 TAG-EV2 DESFire credentials

SR, 1

A22K K1 TAG-EV2
ATRIUM Controller KRYPTO Card Reader Mifare DESFire EV2

Increased Memory

Provides space for future

SSL/TLS
ENCRYPTION

AES 256 Encryption

Military grade Ethernet Port _ﬁ'. g
4 for a maximum of 500 doors
o
A22K
Encrypted Web-Based IP 2-Door Controller
Manages up to 20 card readers
(A22K set as a controller) A22K A22K A22K A22K
: - e - Set as Expander Set as Expander Set as Expander Set as Expander
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CDVI Encryption sgéﬁ ) U I S - EEE—
« RS-485 encrypted reader BUS sgly New Microprocessor
using CDVI KRYPTO reader = || 7| Comet e wire to « HTTPS enabled
« Supports 2 readers per port (Entry/Exit) g;?" or extt reader « IPV6 read H n H n H ﬂ H ﬂ
« 0SDP-2 Compatible . g A22K1DS
2-Door Reader and Door Strike Kit
Blue wire K1 K1
not connected Card Readers Card Readers
(Door #1) (Door #2) ¢ 1 x A22K controller
E\ AI.ES h};’-s [igfr‘ggio'g K1 ,ﬁ.. o ,ﬁ.. - Pre-assembled power supply
P, (nolmrelEReR2eR Eievator Gontroller CA-A480-A CA-A480-A CA-A480-A CA-A480-A ¥ - Embedded secure HTTPS Web server
T KRYPTO High Security Card Reader Manages 2 elevator cabs Manages 16 floors Manages 16 floors Manages 16 floors Manages 16 floors - Supplies 750 m @ 12 VDC per lock output
Vsl (A22K converts to A22KEC with free firmware) - - - - (external power supply not required)
1 e Compatible with ATRIUM A22K controller @eow _ B _ .
: [ )))) (((( * FULLY secure RS-485 connection (4 wires) 2 additional onboard Form C relays
! * Reads 13.56 MHz Mifare® Classic and DESFire EV1/EV2 | RS485 | (5 Aat250 VAC, 7A@ 125 VAC, 7A @ 30 VDC)
* OSDP-2 compatible r r * 2 x K1 high security readers
r e NFC compatible (mobile credential ready) CA-A480-A CA-A480-A CA-A480-A CA-A480-A .
i e Upto2” (5 cm) read range Manages 16 floors Manages 16 floors Manages 16 floors Manages 16 floors * 2 x door strikes (ROFU 2400KIT)
« Power requirements: 12 VDC L L L] L~ ¢ 1 x pack of 25 TAG-EV2 DESFire credentials
— 1 E rE rE ¢ FREE software
. K1 K1
Entl’y EXlt Card Reader Card Reader
(Cab #1) (Cab #2)

Reader Reader
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CDVI_A22K_CP_01_EN_25.5x33_CMYK - Printed in Canada. January 2020



