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2 PRODUCT INTRODUCTION

Congratulations on your purchase of the 16-Port PoE+ Web-Managed PoE+ Gigabit Ethernet Switch. Before you install

and use this product, read this manual carefully for a full understanding of its functions.

2.1 Probpuct OVERVIEW

The Web-Managed Gigabit Ethernet Switch provides seamless network connections. It integrates 1000 Mbps Gigabit
Ethernet, 100Mbps Fast Ethernet and 10Mbps Ethernet network capabilities in a highly flexible package. Each of the 16
10/100/1000 Mbps Auto-Negotiation RJ45 ports support Auto MDI/MDIX function. The switch is a high-performance
upgrade from your old network to a 1000 Mbps Gigabit network. It is essential in solving network bottlenecks that
frequently develop as more advanced computer users and newer applications demand greater network resources. For
efficient management, the switch is equipped with a remote Web interface. The switch can be programmed for
advanced management functions such as Port Management, Link Aggregation, VLAN, Spanning Tree, Multicast, QoS,
Security, Access Control, MAC Address Table, Diagnostics, RMON and Maintenance. Its PoE ports can automatically
detect and supply power to IEEE802.3at-compliant Powered Devices (PD) such as Wireless Access Points, network

cameras or Voice over IP phones.

2.2 FEATURES

e Provides power and data connection for up to 16 PoE network devices

e Save installation costs by delivering data and power over existing network cables
e |EEE 802.3at/af-compliant RI45 PoE/PoE+ output ports

* PoE power budget of 220 watts

e Power output up to 30 watts per port

e Supports IEEE 802.3at/af detection and short circuit, overload and high-voltage protection
e Supports SNMP management

e Two small form-factor pluggable GBIC module slots (SFP)

e Supports VLAN (tag-based and port-based)

¢ Provides IEEE 802.1x port-based security

e Supports link aggregation (trunking)

e Supports port mirroring

e Supports jumbo frames up to 9 kBytes

¢ Supports Rapid Spanning Tree/Spanning Tree protocol

e Broadcast storm control with multicast packet rate settings

e Supports two types of QoS: port-based and DSCP

e LEDs for power, link/activity and PoE

® Includes 19" rackmount brackets
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2.3 SPECIFICATIONS

Standards

e |EEE 802.1d (Spanning Tree Protocol)

e |EEE 802.1p (Traffic Prioritization)

e |[EEE 802.1qg (VLAN Tagging)

e |[EEE 802.1w (Rapid Spanning Tree Protocol)

e |EEE 802.3ad (Link Aggregation)

e |EEE 802.3 (10Base-T Ethernet)

¢ |EEE 802.3ab (Twisted Pair Gigabit Ethernet)

¢ |[EEE 802.3ad (Link Aggregation Control Protocol LACP)
¢ |[EEE 802.3az (Energy Efficient Ethernet EEE)

o |EEE 802.3af (Power over Ethernet 802.3at Type 1)
e |EEE 802.3at (Power over Ethernet 802.3at Type 2)
e |EEE 802.3u (100Base-TX Fast Ethernet)

¢ |EEE 802.3x (flow control, for full duplex mode)

Power
e Input: 90 — 260 V AC, 50 - 60 Hz

e Power consumption: 260 watts (maximum)

Environmental

¢ Metal housing

e Dimensions: 440 (L) x 208 (W) x 44 (H) [mm] (17.32 (L) x 8.19 (W) x 1.73 (H) [in])
¢ Weight: 2.5 kg (5.5 Ibs.)

eOperating temperature: 0 —40°C (32 — 104°F)

e Operating humidity: 10 — 90% RH, non-condensing

¢ Storage temperature: -20 —90°C (-4 — 194°F)

Package Contents

e 16-Port Gigabit Ethernet PoE+ Web-Managed Switch with Two SFP Ports
¢ Power cable

¢ User manual

¢ 19" rackmount brackets
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2.4 EXTERNAL COMPONENT DESCRIPTION

2.4.1 Front Panel
The front panel of the switch consists of 16 10/100/1000 Mbps RJ-45 ports, two SFP ports, one Console port, one

Reset button and a series of LED indicators as shown below.

ZINTELLINEY

10/100/1000 Mbps RJ-45 ports (1~16):
Designed to connect to the device with a bandwidth of 10Mbps, 200Mbps or 1000 Mbps. Each has a corresponding
10/100/1000 Mbps LED.

SFP ports (SFP1, SFP2):
Designed to install the SFP module and connect to the device with a bandwidth of 1000 Mbps. Both ports have a
corresponding 1000 Mbps LED.

Console port (Console):

Designed to connect with the serial port of a computer or terminal for monitoring and configuring the switch.

Reset button (Reset):

To restore the system factory default settings, press the reset button for five seconds while the device is powered on.



©INTELLINET

NETWORK SOLUTION S 16-Port Gigabit Ethernet PoE+ Web-Managed Switch with 2 SFP Ports

LED indicators:
The LED indicators will allow you to monitor, diagnose and troubleshoot any potential problem with the switch, its

connection or attached devices.

r
Power @INTELL ET 16-Port Gigabit Ethermet PoE+ Web-Managed Switch with 2 SFP Ports
N N §

ETWORK § 1 ONS

Link/Act/Speed
8 14 16 SFP2

POE

Link/Act/Speed
13 15
POE

The following chart shows the LED indicators of the switch along with explanation of each indicator.

LED COLOR STATUS STATUS DESCRIPTION
Power Red On Power On
Off Power Off
LINK/ACT/ 10/100 Mbps: On A device is connected to the port
Speed Amber Off No device is connected to the port
(1~16)
1000 Mbps:
Green
Flashing Sending or receiving data
SFP1 Green On A device is connected to the port
SFP2 Off No device is connected to the port
Flashing Sending or receiving data
POE Orange On An IEEE 802.3af/at-compliant powered device (PD) is
connected to the port, and the PoE switch supplies
power successfully.
Off No powered device is connected to the port.
Flashing There may be a short circuit or PoE power
overload. Disconnect the device from this port
immediately.
Reset Press for 15 seconds — 20 seconds in order to

reset all settings to factory default values.

Release the button, once the LEDs start flashing.
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2.4.2 Rear Panel

AC Power Connector:

Power is supplied through an external AC power adapter. It supports AC 100-240V, 50/60Hz.

Grounding Terminal:

Ground the switch through the PE cable on the AC cord or with a separate ground wire.

2.5 PACKAGE CONTENTS

Before installing the switch, make sure that the following items are enclosed. If any part is missing or damaged, contact

your Intellinet agent immediately.

e 16-Port Gigabit Ethernet PoE+ Web-Managed Switch with 2 SFP Ports
e Power cable

e Quick Installation Guide

e User manual (on CD)

e Two mounting ears and eights screws
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3 INSTALLING AND CONNECTING THE SWITCH

This chapter describes how to install your Web-Managed Gigabit Ethernet PoE+ Switch and make connections to it. The

following steps will help prevent damage to the device and maintain proper security:

e  Place the switch on a stable surface or desktop to minimize the chances of it falling.

Make sure the switch works in the proper AC input range and matches the voltage labeled on the switch.

e To prevent electrocution, do not open the switch’s chassis, even if it fails to receive power.
e Make sure that there is proper heat dissipation from and adequate ventilation around the switch.

Make sure the surface on which the switch is placed can support the weight of the switch and its accessories.

3.1 DESKTOP INSTALLATION

When installing the switch on a desktop (if not in a rack), attach the enclosed rubber feet to the bottom corners of it to

minimize vibration. Allow adequate space for ventilation between the device and the objects around it.

Figure 4 - Desktop Installation

3.2 RACK-MOUNTABLE INSTALLATION IN 19-INCH CABINET

The switch can be mounted in an EIA standard-sized, 19-inch rack, which can be placed in a wiring closet with other

equipment. To install the switch, follow these steps:

Attach the mounting brackets on the switch’s side panels (one on each side) and secure them with the screws provided.
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Figure 5 - Bracket Installation

Use the screws provided with the equipment rack to mount the switch on the rack and tighten it.

Figure 6 - Rack Installation

3.3 POWER ON THE SWITCH

The switch is powered on by connecting it to an outlet using the AC 100-240V 50/60Hz internal high-performance power
supply.

AC Electrical Outlet:
It is recommended to use a single-phase, three-wire receptacle with a neutral outlet or multifunctional professional

receptacle. Be sure to connect the metal ground connector to the grounding source on the outlet.

AC Power Cord Connection:
Connect the AC power connector on the back panel of the switch to an external receptacle with the included power cord,

then check that the power indicator is ON. When it is ON, the corresponding LED is illuminated.

10
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4 CONNECTION TO THE SWITCH

4.1 CONNECTING COMPUTER

Use standard Cat5/5e Ethernet cables (UTP/STP) to connect the switch to end nodes as described below. Switch ports

will automatically adjust to the characteristics (MDI/MDI-X, speed, duplex) of the device to which they are connected.

Figure 7 - PC Connect

The LNK/ACT/Speed LEDs for each port are illuminated when the link is available.

4.2 How 10 LOG IN TO THE SWITCH

As the switch provides Web-based management login, configure your computer’s IP address manually to log on to the

switch. The default settings of the switch are shown below.

Default IP address 192.168.2.1
Default Username admin
Default Password 1234 (or the device serial number)

Log on to the configuration window of the switch through following steps:

1. Connect the switch with the computer NIC interface.

2. Power on the switch.

3. Check whether the IP address of the computer is within this network segment: 192.168.2.xxx (“xxx” range is 2-
254); for example, 192.168.2.100.

4. Note: The default password is either “1234”, or the serial number found on the bottom of the device. All later

model switches (2020 onwards) use the serial number as the password.

11
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Open the browser, and go to the URL http.//192.168.2.1. The switch login window appears, as shown below.

INTELLINET

NETWDO

Enter the Username and Password (the factory default Username is admin and the Password is 1234 or the device serial

number), and then click “LOGIN” to log in to the switch configuration window as below.
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5 SAVING THE CONFIGURATION

The Intellinet 16-Port Gigabit Ethernet PoE+ Web-Managed Switch provides a myriad of configuration options, many of

which are designed for experienced network administrators and aren’t easy to configure. It would be a real shame if all
the configuration data was lost after a power failure or after the switch was restarted. In order to make the configuration

permanent, it needs to be saved.
Here is how:
» SYSTEM
* System Config
* System Update

* Config Managem..

* Config S%e

*  Administr Config Save

* Info Collect

Save settings

Are you sure to save the configuration?

If you do not perform this function, you risk losing all the settings after the switch restarts.

13
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6 SwITCH CONFIGURATION

This chapter describes how to use the web-based management interface (Web Ul) for this switch.

6.1 HomE

> Home

6.1.1 CPU and Memory Status Information

CPU: 10% Available memory:33MEB Available Flash: 0.29ME
== 020200 1 — i

This section provides a quick overview of the switch’s basic system resources in terms of memory utilization and CPU

load. If you mouse-over any of these sections, additional details are revealed.

CPU: 10% %

| I |
Available Flash: %
@ 5 seconds CPU: 23% 0.29MB
1 minute CPU: 18% = .
5 minutes CPU: 19% ‘ @ Total: BMB  Used:7.71MB  Free: 0.29MB
Available % Available Flash: 0.29MB
memaory:33MB [ J

- |
@ Total:61MB  Used:28MB  Free: 33MB

When the system starts to consume large memory,

The rest of the existing equipment can be normal operation 1MB.

If the CPU load is unusually high, or if the available memory or Flash memory is getting low, you may need to restart the
Intellinet switch to free up system resources. Initiate the reboot via the SYSTEM -> SYSTEM CONFIG -> SYSTEM RESTART

menu.

6.1.2 Port Information

Console 17F

A green squares indicate the port link is up at Gigabit speeds (port 1 in the example above). A red squares indicates that a

PoE device is connected (port 2). A gray squares indicate the port link is down.

14
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6.1.2.1  Port Information, Equipment Configuration and Port Statistics

This section provides real-time information about the ports, basic settings and traffic statistics.

m Egupment configuration Port Statistics

Koy [lxput pors simter ot port Gescriprisi | QMR B Raal sme rsfrash rate
fort infvmpiion description Input NowBps) Output fowiBps) cpen state status vian trumk port
G LR 877TM (3 0] Connet 1 NO
Gioe PoE_Camera 10.54% 297K on Caonmect 1 NO
Gl o 1,00 000K o ¥ Discornedt 1 ()
i 04 000K 0.00K o * piscoonea 1 NO
Item Description ‘
Port Information Displays the port number. The nomenclature is as follows:

Gi = Gigabit Ethernet
0/ = Switch 0 (which means this device)
1-18 = Port number. Ports 17 and 18 are SFP module slots.

Description Optional description for the port, as entered in the basic port configuration.
Input Flow (bps) Inbound traffic rate, measured in "bits per second.”

Output Flow (bps) Outbound traffic rate, measured in "bits per second.”

Open State ON = Port is activated in the basic port configuration and will accept connections

from networking devices.
OFF = Port is deactivated in basic port configuration.
Status Connect: A networking device is connected to the port and has an active link.
Disconnect: No device is connected to the port.
VLAN If the port belongs to a VLAN, its ID is displayed here. ID 1 = default.
Trunk Port Yes = The port is part of an LACP trunking group.
No = The port is not part of an LACP trunking group.

Por informason Faanpmoent conNperatios Port Sansace
Total sumbar of duvicas Sices Neon
VLAN eh senngs
Nl r of POIT 3QQreganon 0 Mire aemINgs
Port marror OFF Wove selings
profectbad 05 Wore setings
DHCP attack for aat OFF Moee sefings
DOS amack for anti OFF Moes samngs

This tab displays information about various functions and provides a short-cut that allows direct configuration of that

part of the switch settings.

15
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Fort mlormation

cigar count

POt nformanon & Namber of Dytes ecsned Worer of Dyles 2ent

Gl

ag3o?
(=1 18304

G0N 0 0

e 0 0

arresar

a3

Port Stasstics

ne 358 packet Ovor Wiga 0a1a packers CRC wrror packer
0 0 0
0 0 0
o 0 0
0 0 0

This tab displays real-time information about the data packets for each port.

6.2 QuICK SETUP

B Quickly Set

Conmct imes

0

The Intellinet 16-Port Gigabit Ethernet PoE+ Web-Managed Switch provides a setting that offers direct access to some of

the core functions of the device, namely VLAN, trunking, device IP address and admin password. Even though the

function is called “Quickly Set,” there is no need to rush. Take as much time as you like with the configuration.

VLAN setting Other settings
VLAN s&tTing
O VLANID VLAN name
\ YLANDDOY
W MW VLAN & delete selected VLAN
Trunk settings
Cl port name PO BascAption

) sew Trusk port @ doleie seleciod Trusk port

VLAN setting Other settings

lm.mm

managa VLAN: 7
manage #0: 70216821
Sutwwt mank; 255255256 0

S

' Web agmsnsirator posmwocd
old passwoud: ;iom.;o
seow password: |

comfirm sew password: |

| B taststep

VLAN P address operabion

10210082 128 -1 »

W pags powi pags (1] neapage lL-!(n.‘v;-@!r (Toepe

Halhew Vian Aborming Vian operaton

st pags prwv page 1] ned page last paget

E) Hext step

Sevice name Swilch
dufuut goteway: 0000
DS secver: »QJJ'DA.Q

finsh

=) |

Refer to subsequent sections in this user guide for additional information about the individual functions.

16
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6.3 PORT SETTINGS

6.3.1 Basic Config
» PORT

* Basic Config

Access the parameters related to each of the 18 ports. The screen is divided into two sections. The upper section displays

an image of the 18 ports of the Intellinet switch. In order to make changes to a port, simply click to select it.

2 4 6 B 10 12 14 16 13 2 4 6 & 10 12 14 16 13
A R S A R RN SR S S
@EEEEEEED - TSR

3 5 7 9 11 13 15 17 1 3 5 7 9 11 13 15 17

Create a selection of multiple ports at once:

10 12 14 16 4g et 12 14 16 1@

0 0 0 O e N 0
sinteieim » BEBEE O

wl ] [
ol e
S~ e

g 11 13 15 17| B 0D | BB @ 1113 15 T

Once one port or multiple ports are selected, make changes to the port settings.

Port description{0-80 character): | | Port status: |On |
Port speed: |Auto ] Working mode: [Auto v
Flow control: | Off o] Cross line order: |Auto |

Item Description

Port description Optional description for the port. A maximum of 80 characters can be provided. No
special characters or spaces are allowed.

Port speed 10M: Force a connection to be made at 10 Mbps.
100M: Force a connection to be made at 100 Mbps.
1000M: Force a connection to be made at 1000 Mbps.
Auto: The switch and connected device negotiate the best possible connection speed.

Flow control IEEE 802.3x flow control is the process of managing the rate of data transmission
between two nodes (i.e., the switch and a connected network client) to prevent a fast
sender from overwhelming a slow receiver. It provides a mechanism for the receiver
to control the transmission speed, so that the receiving node is not overwhelmed with
data from the transmitting node. That sounds like it is a good thing, and it is. So why is
the option by default set to “disabled"? The short answer is because you normally
don’t need it and because it can, in very rare instances, have a negative impact on the
overall performance in your network. The TCP protocol already provides its own flow
control mechanism, allowing a sender to throttle back the speed if the receiver is
having problems keeping up.

Port status ON: Activate the port.

OFF: Disables the port. No connections to it can be made.
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Item Description

Working mode This parameter controls the duplex mode. In a full-duplex system, both parties can
communicate to the other simultaneously. An example of a full-duplex device is a
telephone; the parties at both ends of a call can speak and be heard by the other party
simultaneously. In networking terms, full duplex allows receiving and transmitting of
data at the same time, whereas half duplex does not. If the telephone is an example
for full duplex, then a push-to-talk CB radio or "walkie-talkie" represents half duplex.
The switch can either receive or send data, but it can never happen simultaneously.
Unless you have a specific reason not to do so, this should be left in “Auto” mode.

Cross line order Auto MDI-X automatically detects the required cable-connection type and configures
the connection appropriately, removing the need for crossover cables to interconnect
switches or for connecting PCs peer-to-peer. As long as it is enabled on either end of a
link, either type of cable can be used. For auto MDI-X to operate correctly, the data
rate on the interface and duplex setting must be set to "auto." When two auto MDI-X
ports are connected together, which is normal for modern products, the algorithm
resolution time is typically < 500 ms. However, a ~1.4 second asynchronous timer is
used to resolve the extremely rare case (with a probability of less than 1 in 5x102%) of a
loop where each end keeps switching. If you don’t understand any of this, simply leave

this value on “Auto.”

The screen also shows a table that lists all 18 ports along with their parameters. The “mega frame” value refers to jumbo
frames, which are Ethernet frames with more than 1500 bytes of payload. Define the size of the jumbo frames in the

section SYSTEM -> SYSTEM CONFIG.

I Port sl

Port Port Warking Cross lime Flow

Port Port deacription FATISS d s mega fneme S control Operatom

=1 | on 10000 Lagimm 351 Aut on

o2 Cn 1000 Dupins 318 AUTD or
On Auto Ouple e Auto "

= on Auto Ongine 518 Auto L

Operation
I
B

_EiJ Clicking the pencil allows editing the port settings, exactly the same way as directly selecting the port(s) as

shown on the previous page.
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6.3.2 Port Aggregation
» PORT
* Basic Config

* Port Aggregation

Port aggregation is a method of using multiple Ethernet ports in parallel to increase throughput beyond what a single
connection could sustain and to provide redundancy in case one of the links should fail. As this is essentially a grouping of

ports into one logical unit, we call them Link Aggregation Groups, or “LAG” for short.

Standard Setup LAG / Trunking Setup
Fgabit Swiich 1 Gigabit Swiich 1
[ il i ] 1 E [ i [ i | ] n D
[ 1000 Mbps Uplink - 4000 Mbps Uplink
[ [—— [ —————( = =] . C————arr———ar——— O
[ T T == : it - il i ] o |
Ggandt Swilch 2 Gigabit Swilch 2

This page is used to set up LAGs. Create up to eight different LAGs; each can have up to eight member ports. Each LAG
can be given a custom name, and you must select the ports for the LAG. The example below shows an LAG group set up

with four member ports.

Aggregate port number{1-8): |1

Please select the port to join the
agoregate port:

2 4 6 8 10 12 14 16 18
PRy eyeyeyy e ]
LSESESE S bi ) it Ik [ ]
3 5 7 8 1 13 15 17

1

EOptionaI QNotoptional ESeIeded E.&ggregation ETrunk Eip source enable port Tips: drag to select multiple ports

Add setting {h:}

Item Description

Aggregate port number This is the link aggregation group (LAG) number
Please select the port to join the aggregate port Select the member ports that belong to this LAG

I Port aggregatun ast

Aggregate porn Meombar port Opraton

1 t314.10.10 r X

restpage pevpage (1) nedt paps fasipagsl paye
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6.3.3 Port Mirroring

» PORT
* Basic Config

* Port Aggregaticn

* Port Mirroring

Port mirroring is the ability of a network switch to PC Clierts

send a copy of network packets seen on a switch

port or ports to a network-monitoring device
connected to another switch port (i.e., a

computer equipped with a packet sniffer utility).

The Intellinet 16-Port Gigabit Ethernet PoE+ Web-
Managed Switch provides up to four groups for

port-mirroring settings.

The example below shows setting up one mirror

|

group where all traffic occurring on port 1 is being
E-Mall Server

mirrored to port 16.

Mirror group number(1-4): =
Please choose the source port:(Allow multiple ports to select, Too much of the source port may affect the device performance)
2 4 6 8 10 12 14 16 4a
RN W R
i (AL AL S 3 50
1.3 5 7 9 1 13 15 17

[ 1Optional {77 Mot optional g Selected [1] Aggregation [-]Trunk [E{ip source enable port Tips: drag to select multiple poris

g -all  Anti-
Please choose the destination port:(Can only choose one port) electall Antiselect Cancel

6 8 10 12 14 18
EQQE&
e

LSL I SE S

9 11 13 15 17

[ 1Optional G273 Mot optional g Selected [1] Aggregation [7.]Trunk [E{ip source enable port

Save edit Refresh
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6.3.4 Port speed limit

» PORT
* Basic Config

* Port Aggregation
* Port Mirroring

* Port Limit

This feature allows you to limit the data rates for a particular port on the Intellinet 16-Port Gigabit Ethernet PoE+ Web-
Managed Switch. When the data rate exceeds user-configured values, the Intellinet switch drops packets immediately.

Rate limiting is configured for two types of transmissions, which are ingress and egress. Ingress traffic is received on any
given port (incoming, inbound, download or input speed), whereas egress traffic is traffic sent out (outgoing, outbound,

upload or output speed) to another network client.

The Intellinet switch allows controlling the available bandwidth for each port individually. The speed is measured in kbps,
which stands for kilobits per second. The default is 1 million, which is the equivalent of 1 Gigabit per second. Values

entered must be multiples of “16” (e.g., 16, 32, 48, ..., 512, ...., 1024, etc.).

2 4 6 8 10 12 14 16 18
fuod Bl Sed Bl R d S¥ S8 Sl ]

| JERNTBESTEREEE] B
1f 3 5 7 ¢ 11 13 15 W

{1 Optional P Not optionat i Selected [1) Aggregation [7) Trunk [E] ip source enable port  Tips: drag to salect mulliphs ports

Input speed limit{multiple of 16): [T * 0,16-10,000,00Kbis
Output speed limit{multiple of 16): [1000000 * 0,16-10,000,00Kb/s
 Save settings
Item Description ‘
Port number 1 - 18 Select individual ports or a range of ports.
Input speed limit (multiple of 16) Provide the ingress rate in kbps.
Output speed limit (multiple of 16) Provide the egress rate in kbps.

21



©INTELLINET

NETWORK SOLUTION S 16-Port Gigabit Ethernet PoE+ Web-Managed Switch with 2 SFP Ports

6.3.5 Broadcast storm

» PORT

* Basic Config

* Port Aggregation
*  Port Mirroring

* Port Limit

* Storm Control

Storm control prevents LAN interfaces from being disrupted by a broadcast storm. A broadcast storm occurs when
broadcast packets flood the subnet, creating excessive traffic and degrading network performance. Errors in the
protocol-stack implementation or in the network configuration can cause a broadcast storm. The Intellinet switch allows
configuring maximum allowed pps rates for three different types of packets. It's possible to set all 18 ports to the same

value or provide individual values.

Broadcast storm

2 4 6 8 10 12 14 16 18
3 S W S W) I
I PR I
13 5 7 9 11 13 15 17
[ 1optional {4 Not optional i Selected §1JAggregation [~ Trunk [E]ip source enable port Tips:drag to select multiple ports
Broadcast limit: * 0-262143ppls
Multicast limit: * 0-262143ppls
Unicast limit; * 0-262143ppis
Item Description ‘
Port number 1 - 18 Select individual ports or a range of ports.
Broadcast limit Enter the maximum pps (packets per second) for broadcast packets.
Multicast limit Enter the maximum pps (packets per second) for multicast packets.
Unicast limit Enter the maximum pps (packets per second) for unicast packets.
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6.3.6 Port isolation

» PORT
* BasicConfig

* Port Aggregation
* Port Mirroring

* Port Limit

* Storm Control

* Portisolation

The port isolation function allows you to configure the Intellinet switch in a way, that prevents PCs on different ports

from communicating with each other, and all that without configuring a VLAN.

Port isolation

Pease chooss source port:|Can ooly sefoct one poet)

2 & 0017 MtE o
momnnenan
[BleluiByuyminle ]

{70ssona G Notoptona: YR Sstected [T Aggregatien {77 Trunk (B e seurcs enati poa

Please choose the isotation port: iAlow multpe ports o select

{2 0enons JR Notoptana PR Selected [T Aggregatien $7) Trunk (B} @ seurce anatia pord Tips: iy !

Beinctal Anbgnlect Cancel

‘Sewe | Concel

Item Description ‘
Source Port Select the port you wish to isolate.

Isolation Port Select the port(s) to which packets from the source port can be

forwarded. More than one port can be selected here.
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6.3.6.1  Configuration Example:
1. Three PCs, one NAS, and one router are connected

to the Intellinet switch

PC1 is connected to Port 1

A
il
NAL
PC2 is connected to Port 2

n
PC3is connected to Port 3 l

The NAS is connected to Port 4

The router is connected to Port 5

PC1 can access the NAS and the router | I l
PC2 and PC3 can only access the router [_' “1"" 7

© N o ok~ wN

PC1 on port 1:

Pans ChOORE S0Arce SOrt 1 Cul oty sstec! stw past

B 1 ¥ ou ou

P AW AW)

12 Coecont SR Nt arecost R Seiacnd T7 Agermponon 27 Trwm TE71p 30410e ontis part

PWase Chacee (e HOROLN SOITIAM K MMM [OTL ) 1M

$ B 0 10 N MMy
ol Jelolwmiwle 1
ol LR B By BE g S WS

5 ¢ ¥
(81 (B4

] i o1, < %) 3 Ton
L] Optonsi a.’uHrIMI .‘hum {1 Agsrvpwmns ] T ,er Tonres wrabie part

PC2 on port 2:

Prasas choume st on jam Lo Can anty st s pot

i3 Convna YR votoosarat SR Sewctet [T Agpreouson [2] Tru TE] 1k counts s port

PRane COOOAE Th IR0ALION DONTAROS PRAREM DT M St

1 Octonat S ot ommanet JRE Swvectat [T Agpregamn [2] Trum TE7ir c00on enake port Tiow

PC3 on port 3:

Flaaie chooes SUrce portiCat by satait wis part

3.4 -8

§ 7 Comonet R Mot opecnat G Setacnd [T] Acougasen §27 husi ‘;i';.(- 30U L% a1Alb pO%

L.

Vi CRO0S T IOAMION SOOT 1AM MATRES B0 00 et

2
=
i

" ro In 7

7 conanat TR Metapeonat T2 Semeano [77Aporegaten 17 Tame TE]ip souns enats pos
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NAS on Port 4:

Ploass CR00Me SOSILE (XOFL Cart ety Sebe one pait

fg Coouen S conenst S Setacsed (77 Awregaren (2] tnem [E) @ seiree wnatde pant

Phrase (hoose The MOMTIN (FTIARSS TAFre 2001 00 S ect

£7 Comonal ﬂmuu\un -'jomtﬂ ﬁ;‘u,s,uu ; T mu'ullrnruulun t

Router on Port 5:

Poase chooee source port: (0 anh ssecione 0o

D.'yr_nv ak-' reecnn ‘5»)«»1 'L(_;v,yv-;un "_:Tnu Ex"""“"” eranie pon

Pasas (fooes S insleiaon port: [Alee YOkl Foths te aslect

s SLS
pYT g B |
v

S{m

{1 Optorest G Vet rpanne 50 Sencied [Tl Agoeguten [] Trs (B 0 soaroe snwsle sent Spn

When completed, the configuration will look like this. To better understand what is happening, it helps to consider the

isolated ports as the ports with which the source ports can communicate.

| Portisctaton st
S ce poct Isolise port Opevranon
1 as x
2 L] x
3 5 b 4
4 ' x
N 121 x
sl gstgn prey page (1] nedpage Instpage 1page
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6.4 VLAN
» VLAN

* Vian Config

A virtual LAN (VLAN) is any broadcast domain that is partitioned and isolated in a computer network at the datalink layer
(OSl layer 2). VLANs are datalink layer (OSl layer 2) constructs, analogous to IP subnets, which are network-layer (OSI

layer 3) constructs. VLANs can be used to partition a local network into several distinctive segments.

VLAN technology provides the following advantages:

1. Broadcast traffic does not cross into different VLANs, which reduces bandwidth utilization and improves
network performance.

2. Security in your LAN can be improved, since packets in different VLANs cannot communicate with each other
directly.

3. With VLAN, clients can be allocated to different working groups, and users from the same group do not have to

be within the same physical area, which makes network maintenance much easier and more flexible.
VLAN technology knows three types of ports—access, trunk and hybrid ports.

1. Access Ports (untagged)
a. Access ports are designed to tag any incoming packet with the VLAN ID the port has been assigned to.
b. Tagged VLAN packets arriving at the access port are dropped by the switch.
c. Asfar as the Intellinet switch is concerned, any port that isn’t defined as a trunk or hybrid port is

considered an access port.

2. Trunk Ports (tagged)
a. Trunk ports are designed to filter out packets that have either no VLAN tag or VLAN tags that are not
on the allowed VLAN ID list.
b. Trunk ports do not remove any existing VLAN tags from incoming packets.
c. Trunk ports do not add a VLAN tag to any incoming untagged packet.
d. Trunk ports are ideal for switch-to-switch connections or for devices that have the ability to tag packets

by themselves such as VolP phones.

3. Hybrid Ports
a. These are a combination of access and trunk ports.

b. Hybrid ports will tag any incoming packet that has no VLAN ID with the VLAN ID the port has been
assigned to.

c. Hybrid ports will also act as trunk ports for packets that have a VLAN tag.
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VLAN setting || Trunk-pertsetting ||  Hyona-port setng
| aan
O VLANID VLAN narme VLAN I aodreas port operntion
t VLANDOOY 192 1682 W4 1-18 | » )
n.) P.-VLAN‘Q dekete sekcied VLAN fret page provpage [1] nad page la:rm;ul ! 1nage
New VLAN:
New VLAN e
VLAN I{1~4084): :

VLAN name (1-32 character): [WVLANOD42

Choose to join the VLAN port:

2 4 6 8 10 12 14 16 18
PRVITeray ) e ]

1 143 15 17

[ Joptional 523 Not optional G Selected U1 Aggregation [ Trunk Tips: drag to select multiple ports Select-all Anti-select Cancel

e |
Item Description

VLAN ID Type in the ID for the new VLAN. This value cannot be “1” nor any ID

already setup on the switch.

VLAN Name Provide a descriptive name for the VLAN (e.g., “VOICE”).

Choose to join the VLAN port Select all the ports you wish to be a part of this VLAN. Note that these
ports will act as access ports. They will add the VLAN ID to any untagged
packet and reject any incoming packets that have a VLAN tag.

Note: VLAN ID 1 is the default VLAN, which cannot be removed. However, access ports that are assigned to another
VLAN will be automatically removed from VLAN 1. The screen shot below shows what the setup looks like after the above

VLAN has been added:

qu settng Trunk-port setting | | Hybng-port ntﬁnn
| vianuee
i VLAN 1) VLAN same VLAN P address port operntion
t VLANDOOY 182 1802 124 110,12, 17-14 = 4
0 o VLAMD042 115 2 B
o Mew VLAN o delote soluciod VLAN st page grev page [1) nadpage 13s! pagat :1 1Eage
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6.4.1 Trunk Port Settings

A trunk port transmits tagged packets and is used to connect different switches with one another.

VLAN setting Trunk-port setting Hybrid-port setting
I Trunk port kst
) pon POt GOSEIPOON Katize Vien Alcwmg VLN oparation

.\? New Trunk.Port &g delote setectod Trunk.port st pags peov page [9) nextpage tast ua&l |F 1page

New Trunk-Port:

New Trunk port

Please select port to setting:

2 4 6 8 10 12 14 16 13
R R S i |
S Se de 80 50 fe 82 501

1 3 5 7 9 11 13 15 17

ptiona ot optiona electe ggregation run ips: drag to select multiple ports elect-all Anti-sele ance
Optional Mot optional Selected A ti Trunk Tips: drag to select multipl t Select-all Anti-select C 1

Native Vian (1-4094): i

Allowing VLAN(such as

= N

ltem Description ‘
Native VLAN ID The native VLAN ID is the untagged VLAN on an IEEE 802.1q trunked port.
The native VLAN and management VLAN (see SYSTEM->SYSTEM CONFIG)
can be the same, but in terms of security, it is better that they aren't. If a
switch receives an untagged frame on a trunk port, it is assumed to be
part of the Native VLAN that is designated on the switch trunk port.
Allowing VLAN Enter the IDs of all VLANSs, which you wish the trunk port to forward. All
other tagged packets will be dropped.
Note that any value you enter here must first be defined as a VLAN in the

previous VLAN settings page.
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6.4.2 Hybrid Port Settings

A Hybrid port is a combination of a trunk and an access port.

VLAN setting Tunk-port setting |  Hybrid-port setting
I Hybrst poat st
= | port POIT QRBCIPTon Native Vian AdS TAG VAN umove TAG VLAN opmation
meum.;ﬁ: & detete sekecied ybnd port st pags prey page [1) mestpage last v'—w\ j' page

New HYBRID port B3

8 10 12 14 16 13
IR R S S
QQUBBD

1 13 15 17

2 4
g
o®

1

6
=
st

5

[ 0ptional [ Not optional G Selected mAggregaﬁon QTrunk Tips: drag to select multiple ports Select-all Anti-select Cance

Native Vian(1-4094): (i)
VLAN TAG:

Allowed VLAN IDs(such as

358,101
v

<

VLAN setting Trunk-port setting || Hybrid.port setting
| vt port st
] port port descrption Nawve Van Add TAG VLAN Alcraee TAG VLAN cparation
a 2 f 12 { P -
O 4 1 az 1 > %X
O 1 a2 ! 2 R
(] h 1 42 1 2 X
S0 Now Mg ort & deinte ssiecind Mybid port trst page grav page [t] ned puge tast paget |7 tpage
Item Description ‘
Native VLAN ID See previous trunk port section.
VLAN TAG VLAN ID that is added to any untagged packet arriving at the port. Note:

You cannot enter multiple IDs or ranges of IDs. While the web interface
may show this, it is incorrect.

Allowed VLAN IDS Enter the IDs of all VLANSs, which you wish the hybrid port to forward. All
other tagged packets will be dropped.

Port Description The name of the port as defined in section 6.3.1.
Add TAG VLAN VLAN ID that is added to untagged VLAN packets.
Allowed TAG VLAN Tagged VLAN packets that are allowed to pass through, all other tagged

packets will be dropped.
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6.4.3 Setup Example

This section provides a real-life example and the corresponding setup of the Intellinet switch, or in this case, switches.

e There are three VLANs in the network
o VLANID 100 - Internal data network with access to Internet
o VLAN ID 200 —VolP network
o VLAN ID 300 — Guest network provides Internet access, but nothing else
e LAN Switch #1:
o Port 2: VolIP phone using VLAN ID 200, PC connected to back of phone
o Port6: VolP phone using VLAN ID 200
o Port8:PC
o Port 10: Wireless access point for internal network and access to Internet
o Port 12: Guest wireless access point provides Internet access only
o Port 16: Connection to LAN switch #2
e LAN Switch #2:
o Port1: Connection to LAN switch #1
o Port 2: Mail Server
o Port 3: File Server
o Port 4:VolP Gateway / PBX

o Port 8: Internet gateway, firewall, modem

¢ (T) ((T))

OO0 g o ::l::ﬂ:l: LAN Switch #1

LAN Switch #2

4
O S mas ¥

Mail Sarver File Server PBX / VoIP Gateway Internet
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6.4.3.1  Set up LAN Switch #1:

VLAN setting Trunk-part setting Hybric-port setting
| vnnnm
O YiaN® YLAN rame VILAN ¥ padress pont comratoun
VLAY 1021582 12¢ 17911 1318
o 10 It 310 » x
| F ¥ r %
| ) 26l r X
W New VLAR @ delete seecied VLAN St yape prevpage [T] »ed page tastpapet page
VLAN sefting Trunk-port setting Hybnd-port seting
I Trasik port fist
| pan PO sescrpien Pattes Vian Abowng VLAM oper Mot
1 1200 "R
0 "w 1 1 900,299,200 a4
W How Tk Pont Q' Selote seloctos Traok.poct sl pape pesv page [1] mud page laat goget 1pag

Trunk port settings:
Port 6: VoIP phone. This phone tags all packets by itself. The switch does not need to tag the packets.
Port 16: Connection to LAN switch #2. This port passes on all traffic for VLAN IDs 100, 200 and 300. All other traffic will

be dropped.
VLAN settung Trunk-port settng Hybrid-port setting
| Hytind port st
] pect PO dasCNplaon Maare \an Ao TAL VILAN Rosmowe TAG VEAM putatun
0 ' 100 1200 . X
W Wiew 0 gart @ detwin sbecind Mybend port nealpage peoy page 111 ned page 138t pogelt Do

Hybrid port settings:

Port 2 is a special case because two networking devices are connected--the VolIP phone and a PC, which is connected to
the back of the phone. The VolP phone tags the packets itself, and the switch must let them go through, just like a
normal trunk port would. However, the PC connected to it cannot tag the packets by itself and therefore must rely on the
Intellinet switch to do so.

The Intellinet switch adds the VLAN ID 100 to all packets that are not tagged as VLAN ID 200. Port number two acts as an
untagged port (VLAN ID 100) and tagged port (VLAN ID 200) at the same time, hence the name hybrid.
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6.4.3.2  Set up LAN Switch #2:

VLAN setting Trunk-port settng || Hybrigd-port setting
| vennnse
O VLA I VLAN nno VLAN 1P agtriss part Oper a0
' VLANDODY 132 19822094 57518 2
O 0] Intenauta 133 » X
U et ] il 140 2 X
) 39 Duesthocess 1] ' X
D W VAN S Owlete sedocted VLAN fest page v page (1] et page Ll paget (LR

VLAN ID 1 (default VLAN) only contains ports that are not otherwise assigned.

VLAN setting Trunk-port setting Hybrig-port setting
| e portses
- port port descriphon tntres Vian Bcwng VAN cpecwan
o 1 100.200 30
] 1 100
a E ! 120
O 4 1 a0
l o \ 100 200 10

W Bew Tium.Part @ defiste saleciad Tk port
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6.5 FAULT/SAFETY

6.5.1 AntiAttack

6.5.1.1 DHCP Snooping

|' DHCP || DOS || IP Source Guard || IP/Mac/Port

I Protection Status

-

( Isers can set custom DHCP frusted ports.

e

DHCP snooping is a security technology built into the operating system of a capable network switch that drops DHCP
traffic determined to be unacceptable. The fundamental use for DHCP snooping is to prevent unauthorized (rogue) DHCP

servers offering IP addresses to DHCP clients.

DHCP Snooping Overview
" VIAND P Address MAC Address !
\ 1 192.168.0.1  9c:S6:1AA4:36:9d :
l\ 2 192.168.0.2 8f:11:2c:55:A1:33 /l

DHCP Client
1

MAC

DHCP Trust Port

9c:56:1A:A4:36:9d
o
MAC

8f:11:2c:55:A1:33

DHCP Client 3
MAC
01:33:7b:1A:35:9¢e

Command Usage

Network traffic may be disrupted when malicious DHCP messages are received from an outside source. DHCP snooping is
used to filter DHCP messages received on a non-secure interface from outside the network or firewall. When DHCP
snooping is enabled globally and enabled on a VLAN interface, DHCP messages received on an untrusted interface from a

device not listed in the DHCP snooping table will be dropped.

Table entries are only learned for trusted interfaces. An entry is added or removed dynamically to the DHCP snooping
table when a client receives or releases an IP address from a DHCP server. Each entry includes a MAC address, IP address,

lease time, VLAN identifier and port identifier.
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When DHCP snooping is enabled, DHCP messages entering an untrusted interface are filtered based upon dynamic

entries learned via DHCP snooping.

IFiMaciPort

DHCP DOS || IP Source Guard |
I Protecton Status
w v‘ Users can 2el custom GHCF tuated parts
UKCP configuration
e E——  —
OICP Trusted Port »\P_mmwcl'lovm“s p Source BAC Verity ornoKs2 Binang Table Other Configurason
oo
MCP truaned ports:
2 4 W 12 % 18

2 Ogtions §T Notoptiznal i Seledled [T] Aggregaten 2] Trunk TE in source enable pod Tz mag o swie

Swe:

Item Description

Native Protection Status Closed: All DHCP related traffic will pass through the Intellinet switch
without any interference.

Open: Activates DHCP snooping. DHCP traffic is now subject to certain
rules.

DHCP Trusted Port These are trusted ports on your network, which are under your direct
administrator control. Connected to these ports are typically switches,
routers, and servers in the network. DHCP traffic from trusted ports is
considered safe.

Prohibit DHCP For Address Any port beyond the firewall or outside the network is untrusted. DHCP
traffic from trusted ports is considered unsafe. DHCP response packets on
these ports will be dropped, thus preventing a possible man-in-the-middle
attack.

DHCP pos | } 1P Source Guarg P/MaciPort

I Protacnon Stams

Nzee Usgrs can s&f custom DHOP trustea ports

| DHCP coanguratioa

| DHCP Tressed Povt Profdyt DHCP For Address m OPTIONE2 Bnding Tabln Othar Confligeranon
| -

Source MAC Versy Fnable: 2
Mac Address: M2 8168 67 ADFD

| :‘iv.;,:\ o Vitty

Iso-uo.cmuu

No. Mac Addross Saatus Operations
frsipage prevpage [1] next page last naut{i!_‘,' ‘page
Item Description ‘
Source MAC Verify DHCP snooping MAC address Verify ensures that the Intellinet switch

verifies that the source MAC address and the client hardware address
match in DHCP packets that are received on untrusted ports.
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NETWORK SOLUTIONS

Source MAC Verify Enable Check to activate MAC address verification.
MAC Address Type in the MAC address (format Xx:xX:XX:XX:XX:Xx).
Verify / No Verify Verify: Adds MAC address to the configuration.

No Verify: Removes previously entered MAC address from configuration.

OHCP | DOS | IPSourceGuare || IPMacPont
I Protectan Staluy
[ Oy ) Usess Can 9ok cuatoen DHCF frussed pocs

I DOHCH coofgurason
DHCH Trested Fort Prohest DHCP For Address Source MAC Verfty oFmona2 Bnong Tabke Omer Contguration

Optons2 Enatte: [
Client OptionE2 Enable: )

Enable Option82 support.
Client Option82 enabled trust mode.

i

Curcult Name: | | ViANID: |

No. Circait Control Name Circutt Controd 1D Viau®D Operatioas

Wrstpage pevpage (1) ned page l-.-.'.vaua'! | Ywage
e

Option82 Agent Circuit ID (suboption 1)

Item Description

Circuit Name Circuit ID, an ASCII string that identifies the interface on which the client
DHCP packet is received.
VLAN ID Specify the Option82 for a specific VLAN ID (use 1 for default VLAN).

Ceone controd m 11" addrean

Hemots Hame: ViAN ;|
Asd
Ho. Humate Agent Hama Timmots Agent X1 VLAl Operntions
Al page v pads 18] nast paye et Deget [ 1page
Option82 Agent Remote ID (suboption 2)
Item Description
Remote Name Remote ID, an ASCII string assigned by the DHCP relay agent that securely
identifies the client.

VLAN ID Specify the Option82 for a specific VLAN ID (use 1 for default VLAN).
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DHCP pos W Source Guard | PiMac/Fort [
| Brotecsan Statuy

«> Users can sek cusisen OHCF frusted ports

I OHCH configuration e
OHCH Trested Fort Prohiit DHCP for Addiess Source MAC Venty OPTIoNN2 m Other Configuration
Mac Addrnss: |
Vi |

Port Rumber: [1

T

I Diep Sacoping Eingng Tatée

Index Mac Adaraus Port Numtwre Vian 1D 1P Addiess Lease Stamis Opweation
Arstpage pravpage [1] netpage last pagat |11pape

When DHCP snooping is enabled, the lease information from the switching device is used to create the DHCP snooping
database, also known as the DHCP snooping binding table. The table shows the IP-MAC binding, as well as the lease time
for the IP address, type of binding, VLAN name and interface for each host. The information in this table is gathered
during run-time as clients join the network and request IP addresses via DHCP. When the switch reboots, the information

is lost, except for static bindings.

Item Description

MAC Address MAC address for static entry.

VLAN ID Specify the VLAN ID for the static entry.

Port Number Select the port (1 — 18) for the static entry.

DHCP Snooping Contains run-time information of connected DHCP clients, including their MAC
Binding Table address, the port number to which they are connected, the IP address they have

been given, etc.

DHCP Dos P Source Guard IP/Mac/Port

l Protecoon Status

m Uisers can sat Cussom DMCP yeusted pons

Immm

DHCP Trusted Port Prohdit DRCP For Addeess Source MAL Verity oPTioNa2 Einding Tabie ( )

— —

Db Sacopmg Vies: |
Add
Sorver IP asdress: |
Add
Secoptsg Vian List Server 1P List
No. Vian D Operasons

fext page prevpage 1] oeatgage last paget !' pape

Item Description

DHCP Snooping VLAN  VLAN to which you want to apply DHCP snooping.

Server IP Address DHCP server address.
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6.5.1.2  DoS

A denial-of-service (DoS) attack is an attempt to make a machine or network resource unavailable to its intended users
such as to temporarily or indefinitely interrupt or suspend services of a host connected to the Internet. The Intellinet
switch has integrated mechanisms to counter possible DoS attacks such as land attacks or illegal TCP/IP packets. There

are configuration options. You simply activate or deactivate this feature.

pHCe Dos IP Source Guard IP/MacPort
I oS anack protection

[ Cinsed ]

DHCP DOS IF Source Guard IPiMac/Part
I Do attack protachon

6.5.1.3  IP Source Guard

IP Source Guard is a security feature that restricts IP traffic on untrusted Layer 2 ports by filtering traffic based on the
DHCP snooping binding table (see section 6.5.1.1) or manually configured IP source bindings. Equipped with this feature,
the Intellinet switch helps prevent IP spoofing attacks. An IP spoofing attack is when a host tries to spoof (fake) and use

the IP address of another host in order to intercept traffic bound for that host.

If you enable IP Source Guard for a port initially, all IP traffic on the protected port is blocked except for DHCP packets.
After a client receives an IP address from the DHCP server all traffic with that IP source address is permitted from that
client. Instead of a DHCP server, it's possible to provide static IP source binding, which is called “new security port” on

the Intellinet switch web admin UL.

DHCP || DOS |/ IP Source Guard |  IP/MaciPan
l 1P soutce prosechon port enatde configuraton

Plaass semct he 1P soulcs 1o
protect (he port

) 12 W % u

rfwl - Jurlm

ST ER NPT TN |
1 3 5 7 9 1 11 W

1 Joptanar 58 Mot optonal Y Seectea [37 aggragaaon § 77 Trunk $E7 ip source enasle pont

Item Description ‘
Please select the IP source to Select the port (or ports) that you wish to protect by IP Source Guard. The
protect the port: example above shows that IP Source Guard is enabled for port 14. Note

that IP Source Guard isn’t supported on Trunk or aggregated ports.
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I W source pe port
ndex source I adaress source Mac address pot Vian 0 agng e St oparaton
_:j‘new secunty M\_" tr=t poge orev page ] oeatpage haslpage ' ;» Toage
— - —l
=
Vian 0: :
source IP address: *
source Mac address *
2 4 B 8 10 12 14 16 43
R R S R .
S S AL S S fe 3 50
1 3 5 7 9 11 13 15 17
[ Optional 573 Not optional i Selected 1] Aggregation [ 1 Trunk [E{ip source enable port
(
=1
I P spurce p port
e source IP adaess nowrce Mac addreas pon Vian D aging nme “aus opuratoo
1 132 1682 400 CODASA B0 68 16 Cevsd ' no tem stac x
0 e security port Ml gage prevpage (1) nee paps u,,m“';i';. page
Item Description ‘
VLAN ID Specify the VLAN ID for the static entry. Leave 1 for the default VLAN.
Source IP Address Specify the IP address of the client for the static entry.

Source MAC Address Specify the MAC address of the client for the static entry.
Ports Select the port to which the client is connected (port 14 in the example above).

You can only select one port.

38



©INTELLINET

NETWORK SOLUTION S 16-Port Gigabit Ethernet PoE+ Web-Managed Switch with 2 SFP Ports

6.5.1.4  IP MAC Port Binding

The Intellinet 16-Port Gigabit Ethernet PoE+ Web-Managed Switch features IP-MAC-Port Binding. This is a powerful
authentication function that ensures the correctness of hardware (MAC address), software/user (IP address), and
location (Connected port) for devices connected to the network. This feature ensures they are all from legal sources to

prevent the data leakage from hackers faking the legal network devices.

bHeP Dos IP Saurce Guard || IPiMaciPart )|
| et

Binding enable [

0 mac address p address Porn aumber
O SC260002 88 14 192 1682100 s
] DaA4:2500 03-EE 192 168.1.90 15
tral page prevpage 1] nest page lest :-r;qf'i Spage
Scnnwg | Bedng
I Apphcanon Lt
O mac agaress p addreas Port number
0 D2AL2% 00 03 BE 1921681 10 15
O SC2A0AN2Z 00 1 192 198 2 100 5
@ Delatn option st Daph (o 0Age [1) Aedsage lastpage |1 tpage
Item Description ‘
Binding Enable Check to activate IP Mac port binding.
Scanning Click to scan for connected network clients.
Binding Select the clients you wish to add to the IP Mac port binding table, then click on
“Binding”.
Application List All current, static IP-MAC-port binding entries are listed here. Note that this

information will be lost after the switch is restarted.
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6.5.2 Channel Detection
» Fault/Safety
* Anti Attack

* Channel Detection

* \ACL .
The Intellinet switch is equipped with a set of network tools that can aid the network administrator in troubleshooting

problems.

6.5.2.1  Ping

P~
".\tlp.g’v\ Tracert || Cable test

| i
deatination B address: | ]
Timeowt perked(1-10% 2
Repestnumber(t 1000k 5 ]
Stant

Item Description

Destination IP address  IP address you wish to ping.

Timeout Period Define the maximum allowed response time(s) before the response is considered
to have timed-out.

Repeat number Define how many ping requests you want the Intellinet switch to send to the

destination IP address.

6.5.2.2 Tracert

| Ping || (racert | Cabletest
dessnaton P
aidress: Pz | o
Tmecut
pecion) A0y 2

start teating

Item Description ‘
Destination IP address  IP address you wish to run a tracert for.
Timeout Period Define the maximum allowed response time(s) before the response is considered

to have timed-out.
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6.5.2.3 Cable Test

The cable test utility allows a quick check of the connected cables.

| Ping | Tracen \”:c.ab;;st\n

Sekect port:

W 1N 1w

2 9 8
DOoOooOoman
O & :

Start teest
l Taest resatt
Port Statgs
2 Normad
st page prevpage (1] sen page tast p;;e_T:fn \page
ltem Description
Select Port Select one of the 18 ports, then click on “Start test.”
Test Results Displays the results of the cable test. Note that if you test a port to which no cable

is connected, the test returns the value “circuit breaker.”
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6.5.3 ACL Access Control List
ACE is an acronym for Access Control Entry. It describes access permission associated with a particular ACE ID. There are
three ACE frame types (Ethernet Type, ARP and IPv4) and two ACE actions (permit and deny). The ACE also contains

many detailed, different parameter options that are available for individual application.

ACL is an acronym for Access Control List. It is the list table of ACEs, containing access control entries that specify
individual users or groups permitted or denied to specific traffic objects, such as a process or a program. Each accessible
traffic object contains an identifier to its ACL. The privileges determine whether there are specific traffic object access

rights.

ACL implementations can be quite complex; for example, when the ACEs are prioritized for various situations. In
networking, the ACL refers to a list of service ports or network services that are available on a host or server, each with a
list of hosts or servers permitted or denied to use the service. ACL can generally be configured to control inbound traffic,

and in this context, they are similar to firewalls.

6.5.3.1  Timetables

This section describes how to set up a time frame. This time frame can be applied to ACL rules to either allow or deny
access. The time table does not directly specify whether access is denied or allowed. Rather, it is simply a way to create
an easily accessible time frame that can be applied to ACL rules. The example below shows the setup of a timetable
called “WorkingHours.” Note that the Intellinet switch must be set up with a proper system time (see section System

Config).

Timetables ACL Application ACL
W Create 2 new obsa O Selact an mtating obmet
New temetable name: Woetingours
Tnw svsrval 5 Monaay B4 Tuesass B2 woonesday B munsdsy [ rncey [ Sarean [ suoaar
Tame moecval: 7.00 12:00 4

Tinw mberval: 1300 1904 x

Swew

| Timetablos st | WorkingHows

Time week Tene imterenl operason
Monday Tuesday Wednesdar Thuraday Friday Saurdy 070012200 Y 4 x
Nongsy Tussdsy Wetnesday Thutadiy Fridas Ssurssy 11001200 3 » x
& dolole Prst (38 prwv poge [1) ol Eage 188t paget Ypage

Item Description

New Timetable Name  Provide a descriptive name for the timetable.

Time Interval Specify the days of the week and start and end time. Click on the “©* toadd
additional time frames. Click “Save” to save the timetable.

Timetables list Drop-down list contains all timetables previously set up.

Time week Selected weekdays for the selected timetable.

Time Interval Time interval for selected timetable.

Operation

_-Z Edit selected timetable

x Deled selected timetable
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6.53.2 ACL
In this section, set up the actual access control list (ACL). The ACL connects IP address and port information with a
timetable (see section 6.5.3.1) and an action to either allow or deny access to the network through the switch. The

example below creates an ACL, which allows access to the network for any computer

Tmmetables ACL Appiicaton ACL
ACL sumber: | 100 Protocol matching: (TGP
acios | alow tme: | I+l

Ay src 1P sagress: [ O mﬂ:#' -
e

AD&aes type sebection; | Bings F 3adnss
scurce P sddress: |
Ny MO port f_ J
range (0. 65535).

Any @st 1P adarass: [ |
amy ést port; B4 @

N
Item Description

ACL Number Each ACL rule gets a number. Select the one from the drop-down list for which
you want to create this ACE (Access Control Entry).

Action Define whether this rule grants access (“allow”) to the network, or prohibits it
(“deny”).

SRC/DEST IP Address Specify the source and destination IP address for this ACE. You can provide a
single IP address (e.g., 192.168.2.100) or a specific network (e.g., 255.255.255.0).

SRC/DEST Port This option is only visible if the ACE is created for TCP or UDP. It will not show for
IP ACLs (see next parameter). You can provide a single port or a range of ports.

Protocol Matching IP: The ACE is applied to packets based on their source and/or destination IP
address.

TCP/UDP: The ACE is applied to packets based on their source and/or destination
IP address and the port number for the selected protocol.
Time If you want to limit the ACE to a specific timetable (see section 6.5.3.1), you can

select it from the drop-down list.

Example 1 — Disallow access to the network for any computer outside of the working hours.

ACL number: [100 o] Protocol matching: [IP v]
action |allow | time: [WorkingHours |

Any src IP address: i

Any dst IP address: i
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Example 2 — Disallow access to the network for an individual IP address during the working hours.

ACL number: [100 v Protocol matching: [IP v|
action [deny | time: [WorkingHours |

Any src IP address: O i
Address type selection: [Single IP address - |

source IP address: [192.168.2.200

Any dst IP address: i

6.5.3.3  Application ACL

With this function you can link an ACL to one or more of the 18 available switch ports.

Timetables ACL Application ACL

2 4 1 é 10 12 14 96 18
Bar Y ae 8 e U 7o U e L e  naasy |
PSR o T o T Y o U o T g N o O o AN
sistetaitstetutsin
t 2 5 7T 9P oM 1Yy W

;;,."_‘N anal val:m‘:na! B Selocted ﬁ,;‘v:qm;nnn 7 Trunk (€] 1p source enatie pont

ACL lisz | 90D
Fltarmg deaction  #acs

Select the ports and ACL list, and click “Save” in order to activate.

44



©INTELLINET

NETWORK SOLUTION S 16-Port Gigabit Ethernet PoE+ Web-Managed Switch with 2 SFP Ports

6.6 POWER OVER ETHERNET (POE)

The Intellinet 16-Port Gigabit Ethernet PoE+ Web-Managed Switch is equipped with sophisticated PoE-monitoring and

configuration options.

6.6.1 PoE Configuration

» PoE
* PoE Config

* PoE Port Config

6.6.1.1 Management

\_Management | Temperature Distribution Powered Device Monitor

I POE Status information

Workmg Statuss Onlina Alarm Power: 216 0W
Hated Total Power: 240 0W Voitage Levet 512V

Power Output: 0.0W
I POE Alarm Confguration

Asarm Notification B 2565w O

Alarm Notfication: O Enasle @ Djsanie

Save
Working status Displays the value “On-line,” indicating that the PoE function is working properly.
Rated total power This number represents the maximum available PoE power for all connected PoE

devices.

Current Total Power This value represents the total power draw of all connected PoE devices.

Alarm Power The Intellinet switch can alert the network administrator via SNMP messages if a
certain PoE power draw value has been reached. This threshold can be configured
under the alarm-notice.

Current Voltage Displays the current output voltage.

Reserve Power PoE power flow isn’t always smooth or even. Sometimes the power draw is
higher, and sometimes it is lower. Think of a PoE-enabled wireless access point,
which may only draw 4 watts when idle, but easily more than 10 watts when
under a full load. Other PoE devices may be equipped with cooling fans or other
mechanical parts, and the start-up power draw of such devices is typically much
higher than the regular power draw that proceeds the start-up.

In order to ensure that there is always enough power for the PoE devices that are
already connected to the switch, you can define the reserve power, a power value
that the switch will not use for normal operation.

Alarm-notice Define the alarm notice value, which, when exceeded, causes the switch to send
out SNMP trap messages.

Res-Power Define how much of the available PoE power budget should be kept in reserve.

The example screen shot above shows the res-power set to 13%, which is the

equivalent of 31.2 watts, given the total available PoE power of 240 watts.
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6.6.1.2 Temperature Distribution
This function monitors the temperature of the two PoE chips in the Intellinet switch and sends out SNMP trap messages

if a threshold you set will be exceeded.

management ¢ Temperature distribution )

I Tesrgmenture confey

The alarm Dhrashond ﬁ! 109

S
I Chp tpmperamire st
Chip sember Roal-tme temperaturn Alarm thresholt Oprution

! H1¥ 104

Click 174 in order to edit the temperature threshold of the PoE chips. Note that in order for the Intellinet PoE switch to

send our SNMP traps, SNMP must be activated and configured.

6.6.1.3  Powered Device Monitor

The Intellinet PoE+ switch has the ability to monitor all connected PoE devices. If a PoE device stops sending network
packets for a specified amount of time, the switch can turn off power to the port for a brief moment, and then re-apply
power in order to restart the connected PoE device. The configuration consists of enabling or disabling the PD
monitoring function, and setting the monitor timeout period in seconds. The time out period defines how long a PoE

device has to stop sending any network traffic, before the switch restarts the PoE port that the device is connected to.

Management Temperature Distribution Powered Device Monitor
| Pou setings
PO Monitoring: '® Enable (U Dtsable

Monitor Timegs). 3600

Save

Warning:

When updating the firmware of a connected powered device, such as a PoE network camera, the device may become
unresponsive for extended periods of time. If the monitor time is set too short, the PoE switch could accidentally turn off
power to the port to which the powered device is connected to, and this could render the powered device inoperable. It
is recommended disabling PD Monitoring during times where such firmware updates and similar service tasks are to be

performed.
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6.6.2 PoE Port Configuration

This section describes how to edit the parameters of individual PoE ports.

» PoE
* PoE Config

* PoE Port Config

Upon opening the configuration screen, an overview of the PoE ports and their current statuses appears. Click on 74 in

order to modify individual ports. Click on © edit curpage all the ports in order to modify the parameters for all ports

on the current page (1-8) at the same time.

| Poe port et
Pon Connect Sstes | Curront powsr f::"c"'": ':::'" P typa Enabie Priocty ”‘n'::" Opretkn
1 of aaadie 2w enabie low ATANE
2 o, enatis 490 §7mA 2N 4 snahie fow ATAA ™ 4
n wriatle 28w STmA I ) ansbk low ATANF
4 of a5300e . ¥y anabis low ATASE
S of @aanls aaw snable los ATAW
N rnatle sow 110mA azw 0 enable low ATAN
of 330le 2w siabie () AT AN »
' " anasie 14W ImA 2w |} anabke 1om ATA -‘_,‘
&7 wdit curpage all the portsy frsipage prev page (1131 net page 14;|z:auu_1 20300

Configure curpage all ports S

PortID: |CurPage All ports ¥

Port enable:
Port priority:
Detection mode:
Maximun power{W): *

the port being edited

8 10 12 14 16
I W
i?ﬁﬁﬁ

7 11 13 15

§ 7 Optional 527 Not optional G Selected [1] Aggregation [, 3 Trunk Tips:drag to select mulfiple ports Select-all Anti-select Cancel
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Item Description

Port ID Displays the ID of the port you are editing or “CurPage All ports” if you are editing
all ports on the current page.

Port enable Activate or deactivate PoE support.

Port Priority You can choose from three values: low, mid and high. The priority can be used to

define which port won’t be receiving power, in the event that the maximum PoE
power has been exceeded.

Example: It's possible to set the value to "high" for ports with security cameras
connected to them. This ensures that these cameras will always be supplied with
power, even if the total power draw on the Intellinet switch exceeds the
maximum available PoE power. Ports that are set to low or mid will be
disconnected first —in that order.

Detection mode Some good advice is to leave this AT&AF. You can enable AF-only mode, if your
older IEEE802.3af PoE devices are not able to communicate with the Intellinet PoE
switch.

Maximum power Define the maximum output power available for the port(s) in range from 1 to 36

watts.
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6.6.3 PoE Delay Config
» PoE
* PoE Config
* PoE Port Config

* PoE Delay Config

The PoE delay function allows an administrator to program a startup sequence for your PoE-compliant devices and
eliminate potential problems caused by the increased power draw at startup. The sequential power-up guarantees a
smooth startup procedure for all connected networking devices (i.e., your PoE-enabled network cameras). The restart
time allows to cut power to the PSE ports of the Intellinet switch in order to restart a connected powered device. This

can be used in order to preventively reboot powered devices to keep them from failing.

PoE Restart/Delay

2 4 6 B 14 16 18 20 22 24
BEEEEEEBEEEE
EE?QEEEEEEEE

1 3 19 21

[ JOptional [7J Fixed port [ Selected [ 1] Aggregation [..{ Trunk [EJIP Source Enable Port

Tipz Click and drag cursor over poris to select multiple porits  Selectall Select all others Cancel

Current System Time: 2000-01-01 03:28:50, Saturday
Restart Weeks Selection: |:|I'u10nday DTuesday DWednesday DThursday DFriday DSaturday DSunday

Restart Time:| )|
Port Delay Time: | | Seconds(0-3600) *
Save
Item Description ‘
Restart Weeks Despite the name of this item, you do not define the weeks, but the weekday on which
Selection you wish power to be cut to the connected device.
Restart Time Define the time of day when you want power to be cut to the connected powered

device. The time is entered in 24 hour time format, for example 15:00:00 represents 3
pm.
Port Delay Time Define how long the switch will have to wait before it activates the port(s) after a

system restart. Enter the delay value in seconds.
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6.7 SPANNING TREE PROTOCOL (STP)

The Spanning Tree Protocol can be used to detect and disable network loops and to provide backup links between
switches, bridges or routers. This allows the switch to interact with other bridging devices in your network to ensure that
only one route exists between any two stations on the network. It also provides backup links, which automatically take

over when a primary link goes down. The spanning tree algorithms supported by this switch include these versions:

e STP—Spanning Tree Protocol (IEEE 802.1D)
e  RSTP — Rapid Spanning Tree Protocol (IEEE 802.1w)
e  MSTP — Multiple Spanning Tree Protocol (IEEE 802.1s)

The IEEE 802.1D Spanning Tree Protocol and IEEE 802.1w Rapid Spanning Tree Protocol allow for the blocking of links
between switches that form loops within the network. When multiple links between switches are detected, a primary
link is established. Duplicated links are blocked from use and become standby links. The protocol allows for the duplicate
links to be used in the event of a failure of the primary link. Once the Spanning Tree Protocol is configured and enabled,
primary links are established and duplicated links are blocked automatically. The reactivation of the blocked links (at the
time of a primary link failure) is also accomplished automatically without operator intervention. This automatic network
reconfiguration provides maximum uptime to network users. However, the concepts of the Spanning Tree Algorithm and
protocol are a complicated and complex subject and must be fully researched and understood. It is possible to cause
serious degradation to network performance if the Spanning Tree is incorrectly configured. Please read the following

before making any changes from the default values.
The Switch STP performs the following functions:

e Creates a single spanning tree from any combination of switching or bridging elements.

e Creates multiple spanning trees — from any combination of ports contained within a single switch, in user
specified groups.

e Automatically reconfigures the spanning tree to compensate for the failure, addition or removal of any element
in the tree.

e Reconfigures the spanning tree without operator intervention.

Bridge Protocol Data Units
For STP to arrive at a stable network topology, the following information is used:

e  The unique switch identifier
e The path cost to the root associated with each switch port

e The port identifier

50



NTELLINET

NETWORK SOLUTION S 16-Port Gigabit Ethernet PoE+ Web-Managed Switch with 2 SFP Ports

STP communicates between switches on the network using Bridge Protocol Data Units (BPDUs). Each BPDU contains the

following information:

e The unique identifier of the switch that the transmitting switch currently believes is the root switch
e  The path cost to the root from the transmitting port

e The port identifier of the transmitting port

The switch sends BPDUs to communicate and construct the spanning-tree topology. All switches connected to the LAN
on which the packet is transmitted will receive the BPDU. BPDUs are not directly forwarded by the switch, but the
receiving switch uses the information in the frame to calculate a BPDU, and, if the topology changes, initiates a BPDU

transmission.
The communication between switches via BPDUs results in the following:

e One switch is elected as the root switch

e The shortest distance to the root switch is calculated for each switch

e Adesignated switch is selected. This is the switch closest to the root switch through which packets will be
forwarded to the root.

e Aport for each switch is selected. This is the port providing the best path from the switch to the root switch.

e Portsincluded in the STP are selected.

Creating a Stable STP Topology

If all switches have STP enabled with default settings, the switch with the lowest MAC address in the network will
become the root switch. By increasing the priority (lowering the priority number) of the best switch, STP can be forced to
select the best switch as the root switch. When STP is enabled using the default parameters, the path between source
and destination stations in a switched network might not be ideal. For instance, connecting higher-speed links to a port

that has a higher number than the current root port can cause a root-port change.

STP Port States

BPDUs take some time to pass through a network. This propagation delay can result in topology changes where a port
that transitioned directly from a Blocking state to a Forwarding state could create temporary data loops. Ports must wait
for new network topology information to propagate throughout the network before starting to forward packets. They
must also wait for the packet lifetime to expire for BPDU packets that were forwarded based on the old topology. The
forward delay timer is used to allow the network topology to stabilize after a topology change. In addition, STP specifies a
series of states a port must transition through to further ensure that a stable network topology is created after a

topology change.
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Each port on a switch using STP exists is in one of the following five states:

e Blocking —the port is blocked from forwarding or receiving packets

e Listening —the port is waiting to receive BPDU packets that may tell the port to go back to the blocking state
e Learning —the port is adding addresses to its forwarding database, but not yet forwarding packets

e  Forwarding —the port is forwarding packets

e Disabled —the port only responds to network management messages and must return to the blocking state first

A port transitions from one state to another as follows:

e  Frominitialization (switch boot) to blocking
e From blocking to listening or to disabled

e  From listening to learning or to disabled

e  From learning to forwarding or to disabled
e From forwarding to disabled

e From disabled to blocking

It's possible to modify each port state by using management software. When you enable STP, every port on every switch
in the network goes through the blocking state and then transitions through the states of listening and learning at power
up. If properly configured, each port stabilizes to the forwarding or blocking state. No packets (except BPDUs) are
forwarded from or received by STP enabled ports, until the forwarding state is enabled for that port.

The Switch allows for two levels of operation: the switch level and the port level. The switch level forms a spanning tree
consisting of links between one or more switches. The port level constructs a spanning tree consisting of groups of one

or more ports. The STP operates in much the same way for both levels.
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6.7.1 MSTP Region
> MSTP
* Mstp Region

* Mstp Bridge

lmmmwrm-

Reglon name: DEADEEEFU102 | * (110 22 charaders)

Revesion Level: § * (010 64525 dataut O}
Save

| mstance wappma
Instasce I 1 |
Vian K2 For exampig: 1.357-10

Save Deiete
ltem Description

MSTP Region Configuration = Each switch running MST in the network has a single MST configuration that
consists of these two attributes:
1. Region name
a. Analphanumeric configuration name
2. Revision Level
Instance Mapping A table that associates each of the potential 4096 VLAN IDs to a given

instance.
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6.7.2 MSTP Bridge

' Mstp 8ndge Config

instproety: L

mstads 0 pojonty: 0

onatde: O on ® on mode: O stp O sstp ® msw
nokc-ama: 2 (1-10%) max-age: 10 5-405)

teslay: [10 (4-305) max.hops: 10 1-40

= show bridge nfe

Item Description

inst-priority Priority can be configured for a specified instance.
inst-id Select the instance ID for which you want to define a priority.
Priority Select the priority level for the instance ID.
Enable Enable / disable STP.
Mode e STP—Spanning Tree Protocol (IEEE 802.1D)
e  RSTP — Rapid Spanning Tree Protocol (IEEE 802.1w)
e  MSTP — Multiple Spanning Tree Protocol (IEEE 802.15s)
Hello-time The hello timer is the time interval between each Bridge Protocol Data Unit (BPDU) that
is sent on a port. The default hello timer is 2 seconds. Adjust the Spanning Tree Protocol
(STP) hello timer to any value between 1 and 10 seconds.
f-delay The forward delay timer is the time interval that is spent in the listening and learning
state. The default forward delay timer is 10 seconds. Set the Spanning Tree Protocol
(STP) forward delay timer to any value between 4 and 30 seconds.
Max-age The max age timer controls the maximum length of time interval that an STP switch
port saves its configuration Bridge Protocol Data Unit (BPDU) information. The default
max age timer is 10 seconds. Adjust the max age timer to any value between 6 and 40
seconds.
Max-hops For Multiple Spanning Tree Protocol (MSTP), configure the maximum number of hops a
BPDU can be forwarded in the MSTP region. The default value is 10. Possible values
range from 1 to 40.
| Mt port cont
wst: [0 priorey: 123 (0-240 Atap 18)
poritast ® on | path cost: @t (A0 OF $-200003000)
sioetpe: U)ot ® on poist 1o point: O of lon @ aulo
bpduguarns: ® o compaeie: @ o O on
bpdu M @ o rootguard: ® nooe O 1ol
1c-guane: @ on wigoore: ® or O on
2 4 E 8 10 12 W 18y
jeiuisisiaiaialn
LTE 'L?_- _ES l?ﬁ ;Es L3 Lraj & 11_71
$77 Oponat R ot oetionu S Salecied 532 Agoregaton So3Trusk SEio sexnce #iabls port
ve show curvant port
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Item Description

inst Select the instance ID.

port-fast The time Spanning Tree Protocol (STP) takes to transition ports over to the forwarding
state can cause problems. Port-fast is a function to resolve this problem. Port-fast solves
the problem of delays when client computers are connecting to switches. With port-fast
enabled on a port, you effectively prevent the implementation of STP on that port.

auto-edge By default, “auto-edge” is enabled on all ports. This will look for BPDUs for 3 seconds and,
if none are found, will begin forwarding packets, and the port is set as “edge.” If there are
BPDUs, the port is set as “non-edge.”

bdpu-guard BPDU guard disables the port upon BPDU reception if port-fast is enabled on the port. This
effectively denies devices connected to these ports from participating in the designed STP,
thus protecting your data-center core.

bdpu-filter Enabling BPDU filtering for a port stops sending or receiving BPDU on this interface; this is
the same as disabling spanning tree on the interface. It is a risky choice, unless you are sure
that no switch can ever be connected to this port.

tc-guard In certain situations it can be desirable to prevent topology changes originating at or
received at a given port from being propagated to the rest of the network. This may be the
case when the network is not under a single administrative control and it is beneficial to
prevent devices external to the core of the network from causing MAC-address flushing in
the core. This behavior can be enabled by configuring Topology Change Guard (TC Guard)
on the port.

priority If a loop occurs in the network, MSTP uses the port priority parameter when selecting an
interface to put into the forwarding state. Assign higher priority values (lower numbers) to
interfaces that you want selected first and lower priority values (higher numbers) that you
want selected last. If all interfaces have the same priority value, MSTP puts the port with
the lowest interface number in the forwarding state and blocks the other ports.

path-cost The MSTP path cost default value is derived from the media speed of an interface. If a loop
occurs, MSTP uses cost when selecting an interface to put in the forwarding state. Assign
lower cost values to interfaces that you want selected first and higher cost values that you
want selected last. If all interfaces have the same cost value, MSTP puts the interface with
the lowest interface number in the forwarding state and blocks the other interfaces.

point-to- Admin Point-to-Point Link--Specify whether this port is connected to a shared LAN segment

point (value “off”) or a point-to-point LAN segment (value “on”). A point-to-point LAN segment is
connected to exactly one other bridge (normally with a direct cable between them). Only
point-to-point links and edge ports can rapidly transition to forwarding state.
If you set this value to “auto,” the switch automatically detects whether the port is
connected to a shared link or a point-to-point link.

Rootguard Root-guard ensures that an unintended switch does not become a new root bridge. Root
guard allows the device to participate in STP as long as the device does not try to become
the root. If root guard blocks the port, subsequent recovery is automatic. Recovery occurs
as soon as the offending device ceases to send superior BPDUs.

tc-ignore Ignore technology change (TC) on or off.
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6.8 DHCP RELAY AGENT

A DHCP client is an Internet host using DHCP to obtain configuration parameters such as an IP address. A DHCP relay
agent is any host that forwards DHCP packets between clients and servers. Relay agents are used to forward requests
and replies between clients and servers when they are not on the same physical subnet. The Intellinet switch can fulfill

the role of such a relay agent.

» DHCP RELAY
* Dhcp Relay
* option82

6.8.1 DHCP Relay

| once retay wnatie stase

DOICE retay enable: &
OHCP OFTION trust feld enable: &4

I OHCP relay cosfig
DHCP sarvar I [192 188 2 200 |
ltem Description
DHCP relay enable Enable or disable DHCP relay.

DHCP OPTION trust field enable: When enabled, the client that receives the DHCP message with
option82 information will forward it; otherwise, it will be discarded.

DHCP Server IP Provide the IP address of the DHCP server, and click “add.”

6.8.2 Option82

» DHCP RELAY
* Dhcp Relay
* option82

6.8.2.1 Circuit Control

| ootonnz conng
CHeun controd Proxy remots P asdrins
Circult coatrot: | 2 ViANID: | ]+
Add
Seriad numbed Circast contred name Crcut controt 1D VLANID Operasen
Arsl page: prov page f1] ne page st r-wd‘j#- 1page
Item Description ‘
Circuit Control Provide the circuit ID number. Possible values range from 3 to 63.
VLAN ID Type in the VLAN ID. Use value 1 for the default VLAN..
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6.8.2.2 Proxy Remote

| ootonnz conng
— @ sssuns
Proxy remote: | B A VIANID: | |*
Add
Sariad numbes Proxy remote name Proxy remoss 1) VLANID Operasen
frsl page pros page 1] nee page lz.'luqu I 1page
Item Description
Proxy Remote ASCIl Remote ID string, up to 63 characters.
VLAN ID Type in the VLAN ID. Use value 1 for the default VLAN.
6.8.2.3 [P Address
| oomanz coang
Chrenll control Proxy remods @
W amarens | B WAND: | I®
Add
Sorial numbes ® addruns VIAK D Opmranon

ISt page pawv poge [1] medt page lastpaget |/ 1page

Item Description

IP Address IP address of DHCP server.
VLAN ID Type in the VLAN ID. Use value 1 for the default VLAN.




©INTELLINET

NETWORK SOLUTION S 16-Port Gigabit Ethernet PoE+ Web-Managed Switch with 2 SFP Ports

6.9 DHCP SERVER

The Dynamic Host Configuration Protocol (DHCP) is a

standardized network protocol used on Internet Protocol (IP) @ b =¥

networks for dynamically distributing network configuration T s s

parameters such as IP addresses for interfaces and services. A @ - L [‘; . IP
typical DHCP server is a router or a Windows server. The i ;a 2 Addrves Drtstene
Intellinet 16-Port Gigabit Ethernet PoE+ Web-Managed Switch @ > il RIS

can also fulfill the role of a DHCP server.

6.9.1 DHCP Config

» DHCPserver
* Dhcp Config

6.9.1.1  Enable Config

N . . , [ Enable Config ]
Set this option to “Open” in order to activate the DHCP server function. Note that when you

DHCP Enable
want to use the DHCP Server function, you cannot use the DHCP relay feature (see section6.8
DHCP Relay Agent) at the same time. L oo )
6.9.1.2  Pool Config
Enable Contig @ Option Config | Bind Contig Gateway Config DN Contig
PooliD3 (45532
Dcemain pry domain
Metwork #1892 108 20
Notwork Mask 255255255 D
St P12 1662 10
End IP122 1682250
Lease Tina 30 Das N1 Hows Miredes
SetUp
Item Description ‘
Pool ID Identifies the dynamic address pool from which the DHCP requests are served.
Domain If you are on a domain network, the domain name should go here.
Network IP This is the first IP address of the subnet ending in “.0”. It can’t be assigned to an actual
network client.
Network Mask = Provide the network mask of choice for your network.
Start IP Define the lowest IP address of the IP address pool.
End IP Define the highest IP address of the IP address pool.
Lease Time Defines how long the client is allowed to keep the IP address. When the time has elapsed,

the switch will issue a new IP address to the client.

Note: The DHCP IP address range must be in the same range as the Intellinet switch's LAN IP range (e.g., 192.168.2 .xxx).

58



©INTELLINET

NETWORK SOLUTION S 16-Port Gigabit Ethernet PoE+ Web-Managed Switch with 2 SFP Ports

6.9.1.3  Option Config
This page allows modification of the DHCP options, as stated in RFC2132. The example below shows how to specify a

specific NTP server.

Enable Config Pool Contig Conty BingConfig || Gateway Conhg DNS Config
Poct 0 [1 .
Code & [* (1285

Code Value Trpe [1p )
Caddo Value B3 47 18551

seup

ltem Description

Pool ID Identifies the dynamic address pool from which the DHCP requests are served.

Code Possible values are —to 255. These are the codes or tags per RFC2132.

Code Value Type
Select the appropriate value (i.e., select IP if you enter an IP address in the code value
field below).

Code Value Provide the value fort the tag (code) you selected.

6.9.1.4  Bind Config

| Enabte Contig Pool Config Option Config Gateway Contg ONS Contig |
| mnatim
P Asress Hardware Type Handware Adrass Expire tima Oparate
122165210 Ethemet E00orsTica COay 2:-our 50Wn x
ALFALTFAL Emumet 520000200 14 00y 20s0ur T2 xX
IVSSpage ey 206 [1] oast page 1ast pagst 4 1page

This page displays all clients that have obtained an IP address from the Intellinet switch. Click on x to set the lease

time to expired, forcing the connect client to obtain a new IP address instantly.

6.9.1.5  Gateway Config

Enable Contig PoociConfig || OptionConfig | 8indConfig | ¢ §tlm Cocm_a > || DNSConhg
Fool 10 [3 .
Gateway 119212822
Gateway 2|
Gateway 3|
Gateway 4|
Gereway 5|
Gateway 8 |
Gateway 7| |
Gateway 8| |

Settp

On this page, provide the Gateway IP address that you wish to provide to the DHCP clients.
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6.9.1.6  DNS Config

Enable Conhg Pool Config Option Config Bindg Config Gateway Config @conﬁb
Post 0 (1 )

DNS Server 1 18210824
DS Server 2
DS Ssever 3
DS Sarves 4
DNS Serves §
ORS Server 6
DOMS Server 7
DNS Server B

et up

On this page, provide the DNS IP address(es) that you wish to provide to the DHCP clients.
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6.10 TERMINAL ACCESS CONTROLLER ACCESS-CONTROL SYSTEM (TACACS+)

Terminal Access Controller Access-Control System (TACACS, usually pronounced like

» TACACS+

"tack-axe") refers to a family of related protocols handling remote authentication and
* TACACS+Config

related services for networked access control through a centralized server. The original
TACACS protocol, which dates back to 1984, was used for communicating with an authentication server, common in
older UNIX networks; it spawned related protocols.
Terminal Access Controller Access-Control System Plus (TACACS+) is a protocol released as an open standard beginning in
1993. Although derived from TACACS, TACACS+ is a separate protocol that handles authentication, authorization and
accounting (AAA) services. Compared to the open standard RADIUS authentication (section 6.11 Radius), TACACS+

encrypts the entire payload whereas RADIUS only encrypts passwords.

TACACS+ contig
I Gluba confey

Sacver timeost: 5
Servut satry count: 1

Conversationiconnect O onty ® mun

My type @ ¢

wey; |

e
ltem Description

Global Config Global parameters that can be overwritten by port-specific configuration.

Server timeout The global timeout interval determines how long the Intellinet switch waits for
responses from TACACS+ servers before declaring a timeout failure.

Server retry Specifies the number of retry attempts that will be made to establish a Transmission

count Control Protocol (TCP) connection between a TACACS+ client and the TACACS+ server.
The default value is 3.

Conversation / This parameter defines how many connections there will be between router daemon.

Connect Only: “single-connection”
The daemon must support single-connection mode for this to be effective; otherwise,
the connection between the network access server and the daemon will lock up or you
will receive spurious errors.

Key type 0: Key value in clear text format
7: Key value is type-7 encrypted.

Key Type in the key value.
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| wort contn
server P |
Authanncation port: |
Sorver timeowt: |
oy typw @
ey

-
Item Description

Port Config Global parameters that can be overwritten by port-specific configuration.

Server IP IP Address for the TACSACS+ server.

Authentication port Define the TCP port number of the TACSACS+ server connection.

Server timeout The timeout interval determines how long the Intellinet switch waits for responses
from a specific TACACS+ server before declaring a timeout failure. If left empty, the
global server timeout value will be used; otherwise, the server timeout takes
precedence.

Key type 0: Key value in clear text format
7: Key value is type-7 encrypted.

Key Key value.

62



©INTELLINET

NETWORK SOLUTION S 16-Port Gigabit Ethernet PoE+ Web-Managed Switch with 2 SFP Ports

6.11 RADIUS

» RADIUS
* RADIUS Global C...

Remote Authentication Dial-In User Service (RADIUS) is a networking protocol that
provides centralized Authentication, Authorization and Accounting (AAA or Triple A)

management for users who connect and use a network service. RADIUS is a client/server

protocol that runs in the application layer and can use either TCP or UDP as transport. Network access servers, the

gateways that control access to a network, usually contain a RADIUS client component that communicates with the

RADIUS server. RADIUS is often the back-end of choice for 802.1X authentication as well. The RADIUS server is usually a

background process running on a UNIX or Microsoft Windows server.

6.11.1 Radius General Config

RADIUS global contig
Servet repanl member 3

Server ameout: 2

Server quiet ome: O

Oaad cattaris Reary count: ©

Gead Critena timsoul: O

it m

1-100
{1-1000{
111440}

1-1004

1120

Item Description

Server repeat number

Server timeout

Server quiet time

Dead-criteria retry count

Dead-criteria timeout

Specifies the number of retry attempts that will be made to establish a
connection between a RADIUS client and the RADIUS server. The default value
is 3.

The timeout interval determines how long the Intellinet switch waits for
responses from RADIUS server before declaring a timeout failure.

If the Intellinet switch is unable to authenticate the client, it’ll wait a specified
amount of time before trying again. The amount of time is specified with the
quiet-period parameter. Entered in minutes; max. 1440 minutes (24 hours).
Set the number of times that the Intellinet switch does not get a valid
response from the RADIUS server before the server is considered unavailable.
Set the time in seconds during which the Intellinet switch does not need to get

a valid response from the RADIUS server. The range is from 1 to 120 seconds.
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6.11.2 Radius Server Config

Create a new server
server addross: [192 1682199

Charging port: 1213 A cetat
Athensication port 1512 B cerant
hey: rady Gctaust

Active detaction: [ on

tostoame: |

e ime |

Ignore bitlsg port [
\gnore authentication part [

Item Description

Server address Type in the address of the RADIUS server.

Charging port Type the accounting port number on the RADIUS server’s host computer.
The default port number is 1813.

Authentication port Type the accounting port number on the RADIUS server’s host computer.
The default port number is 1812.

Key The key parameter in the radius-server command is used to encrypt RADIUS
packets before they are sent over the network. The value for the key
parameter on the Intellinet switch device should match the one configured

on the RADIUS server. The default value is “radius”.

Active detection Enables or disables active detection of RADIUS server.
Test name The user name for active detection.
Idle time The interval time for RADIUS security server send message on accessible

state. The default value is 60 minutes. Possible values range from 0 to1440

minutes (24 hours).
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6.12 AAA

Authentication, authorization and accounting (AAA) is a system for tracking user activities on an IP-based network and
controlling their access to network resources. AAA is often is implemented as a dedicated server.
6.12.1 Enable Config

P AAA
* Enable Config

starus: @ oN O oF7

Save

Enable or disable AAA.

6.12.2 Region Config
> AAA
* Enable Config

* Region Config

IW*M

Statue; ® oy O o
Save
| 152 domain
domais name (1304102
Statun: | slock

Verity that the user is camymng the g g s s
domais name: | wikoul-doman |

Ad
I 159 domain st
domols name Status WHEMOT 80 CHITY GomMN Bl Binting schnms Opretion
defaun e 2 AN OU-IeTIN x
et page prav page [1] nast page tast paget 1page
Item Description ‘

Domain name Type in the name of the ISP domain. An Internet service provider (ISP) domain is a group
of users who belong to the same ISP. For a user name in the format of userid@isp-name
or userid.isp-name, the isp-name following the "@" or “.” character is the ISP domain
name. The access device uses userid as the user name for authentication, and isp-name
as the domain name.

Status Set to either “block” or “active.” By default, an ISP domain is in the active state, which
means that all the users in the domain are allowed to request network service.

Verify that the Verify that the user is carrying the domain name.

user ...
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6.12.3 Server Config

P AAA
* Enable Config

* Region Config

* Server Config

I Burvol groep config

Server name:

Server 1P addr
Save
'Cumls«mm

Server name

ltem Description

Server name

16-Port Gigabit Ethernet PoE+ Web-Managed Switch with 2 SFP Ports

Seiect server:{radus |

Authenbication port: |

identification.

Server IP addr
Select server

Authentication port

port is fixed to TCP port 49.

Certificatiun of poct Opretioo

Nl page prevooge (1] nestpoge isst papet

Type in the name for the server. This can be a descriptive name for easier

Provide the IP address of the RADIUS or TACACS+ server.
Set to either RADIUS or TACACS+.
This is an optional parameter for RADIUS servers. If TACACS+ is selected, the

{ 1page

The screenshot below shows a RADIUS server that has been added to the configuration using the standard

authentication port 1813 (UDP).

I Currest servor ist
Server name

tenattanu Tl
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6.12.4 AAA Authentication

P AAA
* Enable Config

* Reagion Config
* Server Config

* AAA Authenticati...

6.12.4.1 Login Authentication

Login authenucavon Enable authentucanon Dotix authentcanon

I AAL pocounting coahgurabion
Cheose a domais none |
[0 LOGIN Asttsatcation Progect neene Seladl
st moamoa: | oca
secosd mathod

mug mathod

foath method:

Item Description

Choose a domain Select the ISP domain.
Login Authentication Check to activate it.
First — Fourth Method None: Eliminates the requirement for any authentication method.

Local: Uses the local password configured on the device to grant access.
Group RADIUS: Uses the list of all RADIUS servers for authentication.
Group TACACS+: Uses the list of all TACACS+ servers for authentication.

Custom Server Group: Uses authentication of a custom server group.

6.12.4.2  Enable Authentication
This page describes how to add, edit or delete enable authentication list settings (the “default” list cannot be deleted).
The line combined to this list will authenticate a user who is issuing the "enable" command by one of the four methods in

this list. If the first method fails, the next priority method will be tried to authenticate, and so on.

Login _E ™| Dotlx authentication

' AAA ANTINTEATION CONNQ

Select n domain
name [none
ENARLE Policy name: defaun
[} Authentication
frst method: | Grovp RADIUS
sacond method: | Local
thed methodt:
tourth method:

Sove
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6.12.4.3  Dotlx Authentication

The 802.1x standard defines a client-server-based access control and authentication protocol that prevents unauthorized
clients from connecting to a LAN through publicly accessible ports, unless they are properly authenticated. The
authentication server authenticates each client connected to a switch port before making available any services offered

by the switch or the LAN.

Login authentication Enable authentication Pot1x auth.nuc:moE =

l AAA 34DABCADON CONNQGUIAtON
domain none

2 dotix authesticaten project name: [Sefaut
first metod: | Group RADIUS
second method: |Lozal
third metiod: |
fouth method:

ndd

Note: If you activate this but have not configured any of the authentication methods (i.e., RADIUS) correctly, you will lose
access to the Intellinet switch, and you may need to perform a hardware reset in order to re-gain access to the web

admin interface. See section 2.4.1 Front Panel.
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6.13 QOS — QUALITY OF SERVICE

Quality of Service (QoS) is an advanced traffic prioritization feature that allows you to establish control over network
traffic. QoS enables the assigning of various grades of network service to different types of traffic such as multi-media,
video, protocol-specific, time critical and file-backup traffic. QoS reduces bandwidth limitations, delay, loss and jitter. It
also provides increased reliability for delivery of data and allows for the prioritization certain applications across your

network. Define exactly how you want the switch to treat selected applications and types of traffic.

Use QoS on your system to control a wide variety of network traffic by:

. Classifying traffic based on packet attributes.

e Assigning priorities to traffic (e.g., to set higher priorities to time-critical or business-critical applications).

e Applying security policy through traffic filtering.

. Providing predictable throughput for multimedia applications such as video conferencing or Voice over IP by
minimizing delay and jitter.

. Improving performance for specific types of traffic and preserving performance as the amount of traffic grows.

. Reducing the need to constantly add bandwidth to the network.

o Managing network congestion.

6.13.1 QoS Rules
» QOS

* Remark

Despite the name “Remark” or “QoS Multi-Label," this section actually allows you to create your Quality of Service rules.

' Qo3 Blult Lsbed

mule index: 1 132
Ogseration typec | Equal
value type: | Sowis P
vatue: [182. 1682159
con magping: @ [3

POONty remark

choos® port to conflg:

Appiy cande

b 4 ] 6 0 1 %4 1% ¢
BEINEEE £ IR 1
1 5 ! ) " 3 15 7
‘,._Lv",r:-.w;- hul"'-' opbonat ‘ Fatected ‘,_'..s'-'u;r,'a.';;:nr 1_.. Trunit (E/Ip source enable pan
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ltem Description ‘
Rule Index Key in the rule number.

Operation type Set to “Equal” or “Always match.”

Value type source [P .| Thisvalue defines the kind of value you intend to use for

dst-Mac the QoS rule.
src-Mac

Ethernet priority
Vian number
Ethernet type
destination IP
source IP

IP type

Ipwd diff

IpvE priority

4 layer src-port
4 layer dst-port

Value Key in the value that corresponds to the value type you selected above.

CoS mapping CoS stands for Class of Service. There are eight values to choose from.

Routing (KTTP. FTP) mapping, define the priority
Prionty value here, values 0 — 7.

mmediate (DNS;

3 Flash (Temel SSH ROP)

4 Flash Ovemos

5 Crtcal (VolP)

6 intemetwock Control (Remate router configuration )

T Network Control (Frewall, rouler switch management)

Choose port to config Select the port or ports for the QoS rule. Select all ports if you want the rule to

apply to whichever port the devices are connected to.

6.13.2 Queue Config
» QOS
* Remark

* Queue Config

In this section, define which priority algorithm you wish the Intellinet switch to utilize.

I Queue setting

SP

queue mode:

Item Description
Queue mode SP = Strict Priority, RR = Round Robin, WRR = Weighted Round Robin and WFQ =
Weighted Fair Queuing.
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6.13.3 Queue Mapping

» QOS
* Remark

* Queue Config

* Mapping the Que...

6.13.3.1 CoS-Queue-Map

OO‘-OVQM._D'—) ascp-cos-map porn-cos-map

I ;M status
secvar 0 o 1 2 3 < 5 6 7
quevs il 10 o 1 2 3 4 k| o 7
e

This page allows the network administrator to classify CoS settings to traffic queues. The server ID represents the CoS

(Class of Server) ID.

6.13.3.2 DSCP-CoS-Map

cos-gueue-map @ port-cos-map

I DIMerontia¥ Sorwce Codo POUIE Mappng taam Ast

server 0 1 2 ] 4 5 " 7 u 9 10 " ” 13 " 15
sarveriistd (0 o] [0 ) 0 e <]o life <]i[o o <o o <10 [ 0 [ [
server D 1% 7 1] 19 20 27 2 n M 25 20 Fid 28 2 0 n
serverist2 (0 0 |0 0 0 o e 0 (o <o (0 (o +}fo o 0 |io

v 0 32 RN 1 » » w » » 0 o a2 Q@ et a5 an a7
severiistd (0 ][0 10 Sl <l <o <o <l <lifo <lfo <Jfo o fo ~lifo <]f0o ~]io
server O 40 49 50 51 2 53 0 55 o 57 58 59 50 61 w2 &
sepveriistd [0 L) (o D) D) o o o 0 0 <ilo |0 o .o 0 [ )

This allows network managers to determine the output queue that is assigned per a specific DSCP field. The DSCP field ID

is represented by the server ID, and the QUEUE ID is listed as the server list on the screen.

6.13.3.3  Port-CoS-Map

cos-queue-map dscp-cos-map ngﬂ_-c_g@

Inuﬂr,osmvmg

port: |1
servec i |3

woly

This page allows the network administrator to classify CoS settings to the 18 physical ports on the Intellinet switch. The

server ID represents the CoS ID.
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6.14 ADDRESS TABLE

To switch data packets between LAN ports efficiently, the Intellinet switch maintains an address table. When the switch
receives a frame, it associates the media access control (MAC) address of the sending network device with the LAN port
on which it was received. In doing so, the switch drastically cuts down on unnecessary network traffic, because instead of
flooding all LAN ports of the same VLAN with the information, it only sends it to the port where the recipient is

connected.

6.14.1 Address Table Config
» Addr Table
* Address Table

6.14.1.1 MACAdd & Delete

The screen is divided into three sections.

I Addeass Table Confiy

@ Mac study and aging Mac fileor

clear MAC: ‘glAeAm Mac addr list

,-. Ogtignal ﬁlmi optional QS—.‘-,«-!»:-.* ,T."ﬂ{)’r'.;!u"! '1_{ Trunk
Vian: [ T (1-4094)
Mac addeass ;| [
save
MAC address lis: |3l o)
sorial numbar MAC addross VLANID  nddress ype port “":;"'i:”"
1 08 00 OF 750 BC 1 dynamic
2 DE AD BE £EF 01.02 1 satic Managament
3 DEAL 250003 BE 1 dynamic 3
4 SC26:0A 0285894 1 dynamic 1
first paga peew page [1] next page last page) ! Tpagh
Section 1 (“clear Mac addr list”) allows you to clear the MAC address table. Clear Mac addr list
Clear multicast Mac addr
Clear dynamic unicast Mac addr
Clear static unicast Mac addr
Clear appoint Mac addr
Section 2 can be used to manually enter a VLAN — MAC Address — Port pairing. Clear Mac addr list

Section 3 displays all MAC addresses that are currently in the MAC address table.
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6.14.1.2 MAC study & aging
This section allows the network administrator to specify the maximum amount of MAC addresses that can be learned per
port, the default interface maximum being 8191 addresses. Interface maximums cannot exceed the device maximum,

which is also 8191.

| Addeess Tabke Conllg
Mac add and delets m Maoc fidtes

2 4 6 B 10 12 W 16 13

SoonoauO

2 5 — 3 e

AU A LI I LIS
38, -1 ¥ 1318 W

{5 Opoorst 0 Mot optonsl 8 Selected §1] Aggregation ] Trunk Tipa:

Mot address study limit: 8191 | {0-5191)

Item Description

Ports Select one or multiple ports for which you want to define the MAC address
study limit
MAC address study limit Key in the maximum MAC address limit for the selected port(s).

The Intellinet switch also provides a mechanism to adjust the aging time for stored MAC addresses. The aging time
controls how long the switch keeps storing the MAC address in the MAC address table. Every time a client sends or
receives traffic, the aging time for the client’s MAC address is reset. If there is no traffic for a MAC address in a time
frame that exceeds the time defined in the aging time field, the MAC address is removed from the MAC address table.
The default aging time is 300 seconds. Setting the value to “0” disables the aging time mechanism, which means that the
MAC address table will keep the learned address until the switch is reset. Since the Intellinet switch has only finite space

to hold MAC addresses, it is recommended to keep the aging time at or around the default value.

Mac address Aging time: 300 | (0 mcates no sgng 10-1000000 second)

6.14.1.3 MAC Filter
With this feature the network administrator can prevent access to the network for selected MAC addresses and VLAN IDs

(1 = default VLAN).

Item Description ‘
MAC Address Type in the MAC address that you want to block.
MAC address study limit Type in the VLAN ID if applicable.
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6.15 SNMP

Simple Network Management Protocol (SNMP) is an OSI Layer 7 (Application Layer) designed specifically for managing
and monitoring network devices. SNMP enables network management stations to read and modify the settings of
gateways, routers, switches and other network devices. Use SNMP to configure system features for proper operation,

monitor performance and detect potential problems in the switch, switch group or network.

6.15.1 SNMP Config
» SNMP
*  Snmp Config

Activate or deactivate SNMP.

6.15.1.1 Community Config

SHMF Cunfig Community CMBS Group Coafig lisas Config Trap Conlly View Condly

SNMP Community configuration

Comemurety
name i L AL

occess
menOnty | | Resd Wi

Item Description

Community name SNMP Community string. The SNMP read-only community string is like a
password. It is sent along with each SNMP Get-Request and allows (or denies)
access to device.

Access authority Set to read-only or read-write.
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6.15.1.2  Group Config
The Intellinet switch uses a view-based access control model that allows the network administrator to configure the

access privileges granted to a group.

SHMP Config || Cammunity Config || CCioup Conli[> | User Config Trap Confg || View Canfig

SMMP greag

groap mame | | srrg g1 M|
Securmy lwwwl : |nz Asttertoaton w |
vead verw | [neee

oM and write
vew | [nyee

notsy verw | (naem

ETN TS
ltem Description ‘
Group name Provide a group name.
Security level Select the desired security level.

no Authentication an .-

no Authentication and no encryption
Authentication and no encryption
Authentication and encryption

Read view Assign the desired view (a view must be created first - see SNMP View Config).
Read and write view
Notify view
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6.15.1.3  User Config

This section allows setting up SNMP users and assigning them to an SNMP group.

SNMP Config “ Community Config “ Group Config ]| Trap Config '
o

edit SNMP user

~

user name : | | * string legth[1-186]

Security level : |Authenticatiun and ¢ v|

group name : | |

Authentication
mode : [MD5 |

Authentication
password | | = string legth[3-50]

Confirm
Authentication
password | | =

encrypt mode |DES |

Encrypted
password | | = string legth[3-50]

Confirm hd

EE

ltem Description
User name Provide a group name.
Security level Select the desired security level.

no Authentication an «.»

no Authentication and no encryption
Afuthentication and no encryption
Authentication and encryption

Group name Provide a group name.

Authentication mode Select the hash function of choice.
DS -

SHA

Authentication password = Key in the password.
Encryption mode Select either AES or DES to encrypt the password.
Encrypted password Key in the encrypted password.
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6.15.1.4 Trap Config

SNMP traps are alerts generated by agents on a managed device.

SNMP Config ] | Community Config ] | Group Config } | User Config | | | View Config

new Trap

destination IP UDP port number
address : | x

address type: IPv4

security name :

UDP port
number: 162 =
security mode :

EN KN

ltem Description

Destination IP Address The IP address of the SNMP manager (TRAP viewer).

Address type IPv4 (and perhaps later IPv6 will be supported)

Security name When using security mode v3, select a user from a drop down list. That

user was created in the SNMP user config.

UDP port number Port for Simple Network Management Protocol Trap (SNMPTRAP).

Security mode Select the security mode (V1, V2 or V3).
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6.15.1.5 View Config

SNMPv3 defines the concept of Management Information Base (MIB) views in RFC 3415, View-based Access Control
Model (VACM) for SNMP. MIB views provide an agent better control over who can access specific branches and objects
within its MIB tree. A view consists of a name and a collection of SNMP object identifiers, which are either explicitly

included or excluded. Once defined, a view is then assigned to an SNMP group - see SNMP Group Config.

SHMP Confiy Communizy Canfig Group Conlig User Config Trap Contig @
wow name View i "]+ wmg tengtr 1

[CORETY
Once a view has been created, create a rule for the view.

View rule list | View delete view

O rule MIB subtree QID

e

edit view rule

Excluded is not effective for a subset of the excluded content, which is not valid for the included

rule : @ contain O exclude

MIB subtree OID
| | = string length[1-128]

subtree mask : | | String length[1-31]

el 3

Item Description ‘

Rule Also referred to as the "'"Type." Specifies whether to include or exclude the view
subtree or family of subtrees from the MIB view.

MIB subtree OID Enter an OID string for the subtree to include or exclude from the view. An OID
string is 256 characters in length. For example, the system subtree is specified by
the OID string 1.3.6.1.2.1.1.

Subtree mask Provide the OID mask here.
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6.15.2 RMON Config

» SNMP

*  Snmp Config

* Rmon Config

Remote Monitoring (RMON) is a standard monitoring specification that enables various network monitors and console
systems to exchange network-monitoring data. RMON is the most important expansion of the standard SNMP. RMON is
a set of MIB definitions used to define standard network monitor functions and interfaces, enabling the communication
between SNMP management terminals and remote monitors. RMON provides a highly efficient method to monitor

actions inside the subnets.

MID of RMON consists of 10 groups. The Intellinet 16-Port Gigabit Ethernet PoE+ Web-Managed Switch supports the
most frequently used groups 1, 2, 3 and 9:

e  Statistics: Collects Ethernet, Fast Ethernet, and Gigabit Ethernet statistics on an interface.

e History: Collects a history group of statistics on Ethernet, Fast Ethernet, and Gigabit Ethernet interfaces for a
specified polling interval.

e Alarm: Monitors a specific MIB object for a specified interval, triggers an alarm at a specified value (rising
threshold), and resets the alarm at another value (falling threshold). Alarms can be used with events; the alarm
triggers an event, which can generate a log entry or an SNMP trap.

e Event: Determines the action to take when an event is triggered by an alarm. The action can be to generate a

log entry or an SNMP trap.

RMON is specified as part of the MIB in RFC1757 as an extension of the SNMP.
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6.15.2.1 Statistics Group

[@H History Group H Alarm Group H Event Group

count group list

1 index interface name
new count group delete select count group
statistical group configuration X
index: | | * [1-65535]
interface name : |interface GioM wl
owner: | | * string length[1-30]

Cove [ e |

Item Description

Index Specify the history table index number.

Interface name Select one of the eighteen Gigabit port from the drop-down list.

Owner Optional field that allows the network administrator to enter the name of the
owner of the Statistics RMON group.

6.15.2.2  History Group

[ Statistics Group }[ Alarm Group H Event Group }

history group list

O index interface name maximum number of samples
new history group delete select history group
history group configuration X
A
index: | | * 11-65535]
interface name: [interface Gi0/1 v ®
Maximum
number of
samples: | | = 11-65535]
sample period | | * second v
=
Item Description
Index Specify the history table index number.
Interface name Select one of the 18 Gigabit ports from the drop-down list.
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Maximum number of = This is the number of samples ("buckets") to keep before they are overwritten.

samples

Sample period The number of seconds in each polling cycle.

6.15.2.3 Alarm Group

|. Statistics Group | | History Group ||@| | Event Group |

index: [1 | = 11-65535]
Static table: [DropEvents -
Statistical group index:
Sampling time interval: | | = second
sample type:
ower: | | * string length[1-30]
The alarm threshold limit: | | = [0-2147483647)

Events that exceed the

threshola imit: ]

Alarm threshold limit: | | = [0-2147483647)

Events below the threshold

imit

ltem Description

Index Specify the alarm table index number.

Static table Specify the MIB variable that is monitored by the alarm entry.

Statistical group This is the number of samples ("buckets") to keep before they get overwritten.
index

Sampling time The number of seconds in each polling cycle.

interval

Sample type This is the method of sampling the selected variable and calculating the value to be

compared against the thresholds.
Owner Optional field that allows the network administrator to enter the name of the
owner of the Alarm RMON group.

The alarm threshold This is the rising threshold, a number at which the alarm is triggered. This value

limit ranges between 0 and 2147483647.
Events exceeding The event number to trigger when the rising threshold exceeds its limit.
threshold

Alarm threshold limit ~ This is the falling threshold, a number at which the alarm is reset. This value ranges
between 0 and 2147483647.

Events below The event number to trigger when the falling threshold exceeds its limit.

threshold limit
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6.15.2.4  Event Group

[ Statistics Group H History Group H Alarm Group ”@|

event group list

event group configuration
index: | | * [1-65535]
description | | = string length[1-30]
owner: | | * string length[1-30]
action: D Log D Trap

e
Item Description

Index Specify the event table index number.
Description A descriptive name of the event.
Owner Optional field that allows the network administrator to enter the name of the

owner of the Event RMON group.
Action Set to either "Log" if you want to generate a log entry, or "Trap" in order generate

a trap message.
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6.16 SYSTEM

6.16.1 System Config

» SYSTEM
* System Config

6.16.1.1 System Settings

kﬂmn mln@ Systum restart Passeond EEE Enabiln Ssh login Telnet lngis System log
| 2y01Om DALY Iformation
VAR Davees MAC: 08 AD I2 17
1 [1e2 1882 et addvess- |
Saxk: 255 ML 2550 Devce name: feislratSa I 40
Detautt gatwwey: D080 Devwes posstitn: |
mpotcams: 1559 M2 Contacay 1
OHS server 0080 Consact
Stve | Semmumagenmmm var
ltem Description
VLAN The default VLAN ID of the switch ("1: by default).
P The LAN IP address of the switch. The default IP address is "192.168.2.1".
Mask The default network mask is 255.255.255.0.
Default Gateway The optional default gateway only is needed when you require Internet access for

the Intellinet switch, for example in order to obtain time information from an NTP

server.

Jumboframe Here you can specify the maximum frame size supported by the Intellinet switch.
The maximum is 9216 (kB).

DNS Server The optional DNS server is only needed when you require Internet access for the

Intellinet switch, for example in order to obtain time information from an NTP
server.
Login timeout This parameter applies to the web administrator Ul. By default, users will be

automatically logged out after 30 minutes of inactivity.

IPv6 address Optional IPv6 address for the Intellinet switch.
Device name Device name for the Intellinet switch.
Device position, Optional additional information you can provide for the Intellinet switch.

contacts and contact

information
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I System time

current system time: 2000veart1moenth1dayMorning0d&:24:.04

Set time: | -

L] NTP Server

Item Description
Set time Click in order to set the time for the Intellinet switch manually.

[1 NTP Server Activate this option for the Intellinet switch to obtain the system time from an NTP

server. For that to work, be sure to provide a proper gateway and DNS server

address.

6.16.1.2 System Restart

S;nn-unlap Paswonl || EEE Enable | sniwm | It_lllulh.lll Syssem kg

Click "Restart" in order to have the Intellinet switch perform a system restart.

6.16.1.3  Password

s,ium semings Syn-m rustan @) EEE Enally Ssh iugm Telnet Inglﬁ | 3 S'wuu'lrog
I thamge (00t st pussword

UM praamurd seee

PUsaword again seeeew

On this screen you can change the administrator password. The default password is "1234" or the device serial number.
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6.16.1.4 EEE Enable

Systim semings Systen restan Password 'J.! EE vm:;hi_‘ Ssh lugin Telnet login System Jog

| EEE Config

a»
Energy-

Efficient Ethernet (EEE) is a set of enhancements to the twisted-pair and backplane Ethernet family of computer
networking standards that allow for less power consumption during periods of low data activity. The intention was to
reduce power consumption by 50% or more, while retaining full compatibility with existing equipment. The Institute of
Electrical and Electronics Engineers (IEEE), through the IEEE 802.3az task force, developed the standard. EEE works by

powering down circuits when there is no traffic.

When a port is powered down to save power, the outgoing traffic is stored in a buffer until the port is powered up
again. Using this technique, more power can be saved if the traffic can be buffered up until a large burst of traffic can

be transmitted. Keep in mind that buffering traffic will give some latency in the traffic.

Should you encounter problems related to EEE (e.g., related to auto negotiation), disable EEE support and the Intellinet

switch will no longer use it.

6.16.1.5 SSH Login

Systum sestings Systamn rastan Password EEE Enabie Talnat login Systam log

l 1ah condy

Activate
SSH support by setting the SSH CONFIG to "OPEN".
6.16.1.6 Telnet Login
Systum senlings Systan rustan Passwuel EEE Enalile Sed ligin .\'.sl-ur::l:}i]}"' Syssam lag
I temwt condy
Activate

Telnet support by setting the TELNET CONFIG to "OPEN".
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6.16.1.7 System Log

The Intellinet PoE switch can create a history log of important events. These logs can be stored either in the switch's
own memory or on a remote Syslog server. In order to utilize the logging service, you must first enable it.
Systuin semings Systwm rastan Password FEE Enalsly Seh login Telnet login m

| to5 contig
W swirh
sarver 1P; (1525662 199
wend log el [nfzrmetceads)
W Wtng
ltem Description ‘

Log switch Select one of the eighteen Gigabit port from the drop-down list.

Server IP Provide the IP address of the Syslog server. Note that the Syslog server must be set
to UDP port 514.

Send log level Define the amount of detail you wish the Intellinet switch to log.

| Informational(6} ; e
Emergencies{0}
Alerts(1)

Critical(2}

Errors(3)

Marnings(4)
|Motifications(5)

Informational(6)
Debugging(¥)
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6.16.2 System Update

» SYSTEM
* System Config

* System Update

Intellinet may release a new firmware for this switch proving new functions and perhaps bug fixes. Install the new
firmware on this screen. Should a new firmware be made available, it will be available at http://intellinet-

network.com/search?q=561341.

System Upgrade

fie name: |_Bgnse | ho e ssecterd Tt apgaee

How to
install the new firmware:
1. Download the firmware from the web site.

2. Ifthe firmware is a compressed file such as RAR, 7Z or ZIP, uncompress the file first, before it can be installed on

the Intellinet switch.

3. The correct file extension for the firmware is ".bix".

4. Click "Browse" and select the ".bix" file from your computer's HDD.

5. Click "Start Upgrade".

6. Confirm your decision by clicking OK. The upgrade will now begin.

7. Hope that there won't be a power outage during the next 3 minutes.
s

Uploading the firmware...

1" The device wil automatically restart after this operation, please wait

Note that if you still see the message above after 5 minutes, open a new browser window and re-connect to the IP

address of the Intellinet switch (default = http://192.168.2.1).
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6.16.3 Configuration Management
» SYSTEM

* Sysiem Config

* System Update

* Config Manage...

6.16.3.1 Config Export and Import

This function allows for backing-up and restoring the configuration data of the Intellinet switch.

M‘ Canfig Resioen | l~~:n§qnml
Shaw ot Conty  Tapast Conty

® penn O wpon contguraioe
file name; oot

<confem bacue

| msckan e vt

tacug osnt 10 0 2007 66 2090010

Item Description

Show current config Shows the current switch configuration in a pop-up window.

Export Config Lets you save the current configuration data to a file on your computer's HDD.

Backup When a file name is provided (see below), click this button to create a backup of
the configuration, which the Intellinet switch will keep in its memory. The config
restore function provides access to these backups and lets you restore them,
delete them, rename them or save them to your computer's HDD.

File name Filename for backlup, e.g., backup.

Import configuration  In order to upload a previously saved configuration, activate this option, then click
on "Browse" and select the correct ".conf" from your computer's HDD. Click the

"Import Configuration" button to begin.

6.16.3.2 Config Restore
The config restore function provides access to backups that were created previously in order to restore them, delete

them, rename them or save them to your computer's HDD.

6.16.3.3  Factory Reset
Config Export and lmpor Coefig Restore || <Facsory resel>
st [emmatows | This
feature allows for restoring all settings to factory default values. If you're locked out from configuring the switch and
have lost access to the web admin interface, reinstate the factory default settings by pressing the reset button on the

front of the switch for 20 seconds.
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6.16.4 Config Save

» SYSTEM
* System Config

* System Update
* Config Management

* Config Save

The Intellinet 16-Port Gigabit Ethernet PoE+ Web-Managed Switch provides a myriad of configuration options, many of
which are designed for experienced network administrators and aren’t easy to configure. It would be a real shame if all
the configuration data was lost after a power failure or after the switch was restarted. In order to make the configuration

permanent, it needs to be saved.

Save setfings

6.16.5 User Accounts

» SYSTEM
* System Config

* System Update
* Config Managem...
* Config Save

* User Accounts

This page is designed to configure user accounts. A user account that does not have administrator rights can only

monitor the main status information of the Intellinet switch, but cannot make any changes to the configuration.

Adminissrator pelvibegos

waer name: [
sew pasywons |

coolims prsswond |

add uwar
l uner bnt
USET name operation
o '
el
Wyt page prevpage [V nent page '"m"tf, ! \page

Item Description
User name When creating a new account, type in the new username. If editing an

existing account, the field will be read-only.
New password Type in the new password.
Confirm new password Repeat the new password.
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6.16.6 Information Collect
» SYSTEM

* System Config

* System Update

* Config Managem..

* Config Save

* User Accounts

* Info Collect

Collect
Click on the button create a file that contains the configuration data of the Intellinet switch. A few seconds later,

you will be asked to open or save the file (or whatever web browser default action for unknown files is in place on your

system). This information can be useful when it comes to troubleshooting technical problems.

Operung detug info
Wou have chasen to opes
- delnag nfo
which i apphcation/cctet-stresm
fromm hatpe://192.1622.1

Wit should Frefox g0 with this file!

) Qe vith Prowse.
() Seve File

lr ' Canced
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7 WARRANTY

Deutsch - Garantieinformationen finden Sie hier unter intellinetnetwork.com/warranty.

English - For warranty information, go to intellinetnetwork.com/warranty.

Espafiol - Si desea obtener informacidn sobre la garantia, visite intellinetnetwork.com/warranty.

Francais - Pour consulter les informations sur la garantie, rendezvous a I'adresse intellinetnetwork.com/warranty.
Italiano - Per informazioni sulla garanzia, accedere a intellinetnetwork.com/warranty.

Polski - Informacje dotyczgce gwarancji znajdujg sie na stronie intellinetnetwork.com/warranty.

México - Pdliza de Garantia Intellinet — Datos del importador y responsable ante el consumidor IC Intracom México,
S.A.P.I.de C.V.  Av. Interceptor Poniente # 73, Col. Parque Industrial La Joya, Cuautitlan Izcalli, Estado de México, C.P.
54730, México. * Tel. (55)1500-4500

La presente garantia cubre los siguientes productos contra cualquier defecto de fabricacion en sus materiales y mano de
obra.

A. Garantizamos cdmaras IP y productos con partes maviles por 3 afios.

B. Garantizamos los demas productos por 5 afios (productos sin partes maviles), bajo las siguientes condiciones:

1. Todos los productos a que se refiere esta garantia, ampara su cambio fisico, sin ninglin cargo para el consumidor.

2. El comercializador no tiene talleres de servicio, debido a que los productos que se garantizan no cuentan con
reparaciones, ni refacciones, ya que su garantia es de cambio fisico.

3. La garantia cubre exclusivamente aquellas partes, equipos o sub-ensambles que hayan sido instaladas de fabrica y no
incluye en ningun caso el equipo adicional o cualesquiera que hayan sido adicionados al mismo por el usuario o

distribuidor.

Para hacer efectiva esta garantia bastara con presentar el producto al distribuidor en el domicilio donde ue adquirido o
en el domicilio de IC Intracom México, S.A.P.I. de C.V., junto con los accesorios contenidos n su empaque, acompafiado
de su pdliza debidamente llenada y sellada por la casa vendedora indispensable el sello y fecha de compra) donde lo
adquirio, o bien, la factura o ticket de compra original donde se mencione claramente el modelo, numero de serie
(cuando aplique) y fecha de adquisicién. Esta garantia no es valida en los siguientes casos: Si el producto se hubiese
tilizado en condiciones distintas a las normales; si el producto no ha sido operado conforme a los instructivos de uso; o si

el producto ha sido alterado o tratado de ser reparado por el consumidor o terceras personas.
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8 COPYRIGHT

Copyright ©2015 IC Intracom. All rights reserved. No part of this publication may be reproduced, transmitted,
transcribed, stored in a retrieval system, or translated into any language or computer language, in any form or by any
means, electronic, mechanical, magnetic, optical, chemical, manual or otherwise, without the prior written permission of

this company

This company makes no representations or warranties, either expressed or implied, with respect to the contents hereof
and specifically disclaims any warranties, merchantability or fitness for any particular purpose. Any software described in
this manual is sold or licensed "as is". Should the programs prove defective following their purchase, the buyer (and not
this company, its distributor, or its dealer) assumes the entire cost of all necessary servicing, repair, and any incidental or
consequential damages resulting from any defect in the software. Further, this company reserves the right to revise this
publication and to make changes from time to time in the contents thereof without obligation to notify any person of

such revision or changes.
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9 FEDERAL COMMUNICATION COMMISSION INTERFERENCE STATEMENT

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be determined by turning

the equipment off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution

This device and its antenna must not be co-located or operating in conjunction with any other antenna or transmitter. This device
complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this device may not cause harmful
interference, and (2) this device must accept any interference received, including interference that may cause undesired operation.
Any changes or modifications not expressly approved by the party responsible for compliance could void the authority to operate

equipment.

FCC Radiation Exposure Statement:
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be

installed and operated with minimum distance 20cm between the radiator & your body.

Safety
This equipment is designed with the utmost care for the safety of those who install and use it. However, special attention must be paid
to the dangers of electric shock and static electricity when working with electrical equipment. All guidelines of this and of the

computer manufacture must therefore be allowed at all times to ensure the safe use of the equipment.

EU Countries Intended for Use

The ETSI version of this device is intended for home and office use in Austria, Belgium, Bulgaria, Cyprus, Czech, Denmark, Estonia,
Finland, France, Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Poland, Portugal,
Romania, Slovakia, Slovenia, Spain, Sweden, Turkey, and United Kingdom. The ETSI version of this device is also authorized for use in

EFTA member states: Iceland, Liechtenstein, Norway, and Switzerland.

EU Countries Not Intended for Use

None
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© IC Intracom. All rights reserved.

Intellinet is a trademark of IC Intracom, registered in the U.S. and other countries.
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